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Genel Hikimler
1.Bilgi Giivenligine Genel Bakis
1.1 Amacg

Bu yonetmeligin amact HYUNDAI MOBIS (bundan sonraki
kisimda “Sirket” ya da “Biz” olarak anilacaktir) bilgilerini
korumak adina temel yapiyr diizenlemek, islenen, saklanan ve
bilgi sistemleri kanaliyla iletilen verileri viriis, bilgisayar
korsanlig1 vb. tehditlere karsi koruma altina alarak kendi
calisanlarimizi ve tesislerimizi izinsiz bir kisinin kotii niyetli
hareketinden giivenli bir sekilde korumak ve hasar
gorebilirliklerini bertaraf etmektir.

1.2 Uygulamanin Kapsam

Bu yonetmelik calisanlarimiz, sézlesmeyle yasal iliski tesis
edilmis kisiler, ziyaretgiler ve bilgi varliklarinin kayit altina
alindig1, saklandig1 ve degerlendirildigi medya ve bilgi sayim
arag gerecleri icin oldugu kadar ilgili tesislerimiz i¢in de
uygulanacaktir.

1.3 Tamimlar
1.3.1 idari Giivenlik

“Idari giivenlik” terimi giivenlik organizasyonu, giivenlik
politikas1 ve prosediir yonetimi, giivenlik egitimi, giivenlik
sinavi, giivenlik olay incelemesi vb. diizenlenmesi ve
operasyonu gibi bir giivenlik faaliyeti anlamina gelmektedir.

1.3.1.1. Giivenlik Bagkani1 (CSO)

“Giivenlik Baskan1 (CSO)” terimi bilginin korunmastyla ilgili
olarak kendisine Icra Kurulu Baskan1 (CEO) tarafindan yetki
verilmis olan ve giivenlik politikasinin kurulmasi, egitimi,
denetimi vb. giivenlik uygulamalar1 ve teftisi konularinda bir
temsilci haline gelmis yonetici anlamia gelmektedir.

1.3.1.2. Bilgi Varhklar:
“Bilgi varlig1” terimi fikri miilkiyet haklari, patent, ticari sir vb.
sirketin isledigi tiim teknik ve yonetimsel bilgiler ve dokiimanlar,
bilgisayar sistemi, yazilim, goriintii ortami, tesisler ve aym
zamanda bahsi gegen teknik ve yonetimsel bilgileri iceren diger
maddi ve manevi miilkler anlamina gelmektedir.

General Provisions
1.0verview of Information Security
1.1 Purpose

The purposes of these regulations are to organize basic structure
for information protection of HYUNDAI MOBIS. (hereinafter
referred to as the "Company" or "We"), to safely protect our
personnel and facilities from misconduct of an unauthorized
person and to further secure the information of the Company by
protecting the data that are processed, stored and communicated
through the information system from threats, such as virus,
hacking, etc., and removing its vulnerability.

1.2 Scope of Application

These regulations apply to our employees, a person in privity of
contract. A visitor and all information properties including media
and computation equipment in which information assets are
recorded, stored and utilized as well as related facilities.

1.3 Definitions

1.3.1 Administrative Security

The term "administrative security" means a security activity such
as composition and operation of security organization, security
policy and procedure administration, security education, security
examination, security incident investigation, etc.

1.3.1.1. Chief Security Officer (CSO)

The term "chief security officer (CSO)" means an officer that is
delegated with an authority over information protection from the
CEO of the Company and becomes an agent for security
execution and supervision, such as establishment, education,
inspection, etc. of the security policy.

1.3.1.2. Information Assets

The term “information asset" means technical or managerial
information that the Company possesses, such as intellectual
property rights, patent, trade secret, etc. and document, computer
system, software, image media, facility, as well as other tangible
and intangible properties that include the said technical or
managerial information.
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1.3.1.3. Ticari Sir

“Ticari sir” terimi gizliligini saglamak icin ¢abaya konu olan
diger is faaliyetleri icin faydali olan {iretim yontemi ve satis
yontemi, teknik ya da isletmeyle ilgili bilgiler anlamima
gelmektedir. Ticari sir Sirketin kendi kullanimi i¢in s6zlesmesel
bir yol ile uyarladig: diger bir bagka sirketin ticari sirlarini da
icermektedir.

1.3.2 Fiziki Giivenlik

“Fiziki glivenlik” terimi Sirketin tesisleri ve c¢alisanlarini erigim
denetimi, bilgi varliklarini getirme ve bilgi varliklarindan alma
konularinda kontrol sahibi olma, durum goriintiileme vb.
konularda yetkisiz bir kisiden korumak i¢in olan bir giivenlik
faaliyeti anlamina gelmektedir.

1.3.2.1. Durum Gorintuleme

“Durum gdriintiileme” terimi emniyet, olay ve gilivenligin
giivenlik personeli veya bir is lokasyonunda kurulu olan bir
CCTYV sistemi kanaliyla ger¢ek zamanli olarak dogrulanmasiyla
ilgili bir faaliyet anlamina gelmektedir.

1.3.3 Teknik Giivenlik

“Teknik giivenlik” terimi bilgi sistemlerini korumak ve bilgi
sistemleri kanaliyla olabilecek sizintilar1 nlemek amaciyla idari
kontrol, bilgi sistemleri erisim kontrolii, gelisim ve bakim,
izinsiz giris olay1 yonetimi, vb. giivenlik faaliyetleri anlamina
gelmektedir.

1.3.3.1. Bilgi Sistemi

“Bilgi sistemi” kullanictya piiriizsiiz bir hizmet sunmak adina
donanim, gevresel aygitlar ve isletim sistemini igeren c¢esitli
sistem yazilimlar1 ve veri tabani yonetim sistemleri anlamina
gelmektedir.

1.3.3.2. Ag

“Ag” terimi Sirketin is faaliyetleri icin ilgili kuruluglar arasinda
veya is yerleri arasinda gesitli bilgileri iletmek icin ¢esitli
sistemlerin birbiriyle baglanti kurmasini saglayan kablolu ya da
kablosuz aglar anlamina gelmektedir.

1.3.1.3. Trade Secret

The term "trade secret" means production method, and sales
method, technical or business information useful for other
business activity that is a subject of effort to maintain its secrecy.
The trade secret includes trade secret of other company that the
Company adopts through the privity of contract for its use.

1.3.2 Physical Security

The term "physical security™ means a security activity to protect
the facilities and personnel of the Company from an unauthorized
person, such as access control, control over bringing and taking
out of information assets, status monitoring, etc.

1.3.2.1. Status Monitoring

The term "status monitoring™ means an activity related to real-
time verification of safety, incident and security through
management of security personnel or CCTV installed in a
business location

1.3.3 Technical Security

The term "technical security”" means a security activity such as
administrative control, information system access control,
development and maintenance, intrusion incident management,
etc. in order to protect information system and prevent leakage
through the information system.

1.3.3.1. Information System

The term "information system" means various system software
and DBMS including hardware, peripheral devices and operating
system to provide a user with smooth service.

1.3.3.2. Network

The term "network" means wired or wireless network that
connects various systems to transmit various information among
related organizations or among places of business for business
operation of the Company.

Al
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1.3.3.3 Yedekleme

“Yedekleme” terimi, bilgi hizmetleri veya bilgi varliklarina
umulmadik ve istenmeyen bir olaydan dolay1 gelecek zararlari
en aza indirgemek adma kopyalamak ve s6z konusu bilgi
hizmetleri ya da bilgi varliklarini eski konumuna getirmek
anlamina gelmektedir.

1.3.3.4. Onarma

“Onarma” terimi yedek kopyay1 kullanarak dnceki haline getiren
kurtarma islemi ve basit bir sekilde yedek veriyi yeniden
yiikleyen yenileme islemi anlamima gelmektedir. Yedekleme,
onarimin bir 6n kosuludur.

1.3.3.5. Terminal

“Terminal" terimi LAN veya WAN kanaliyla bagli olan kisisel
bilgisayar ve yazictyla smirli kalmamak kaydiyla, konsol,
tarayict gibi aletleri de igerisine alan bir giris/cikis aygiti
anlamina gelmektedir.

1.3.3.6. Kisisel Bilgisayar
“Kisisel Bilgisayar” terimi masaiistii ya da diziistii bilgisayar
anlamina gelmektedir.

1.3.3.7. Tasinabilir Cihaz

“Tagmabilir cihaz” terimi bir cep telefonu, akilli telefon, kisisel
dijital yardimc1 (PDA), tablet, kisisel bilgisayar vb. anlamina
gelmektedir.

1.3.3.8. Bilgi Giivenligi Olayi (izinsiz Giris Olay1)

“Bilgi giivenligi olay1” terimi koruma ve y6netimin konusu olan
bilgi ve bilgi sisteminin izinsiz bir sekilde yok edilmesi veya
bilgi giivenligi yonetimi sisteminde bir sorunun olusmasi
durumlart anlamina gelmektedir.

1.3.3.9. Web posta

“Web posta” terimi giris ve ¢ikig siiregleri kanaliyla bir web
tarayici iizerinden e-postalarin gonderilebildigi bir posta servisi
anlamina gelmektedir.

1.3.3.10. VPN (Sanal Ozel Ag)
“VPN (Sanal Ozel Ag)” terimi Internet gibi bir genel ag

kullanarak 6zel bir ag kurulmasini saglayan bir teknoloji ya da
bir ag anlamina gelmektedir.

1.3.3.3. Backup

The term "backup" means to make a copy to minimize damages
to information service or information assets, which may be
caused by an unexpected and undesirable incident and to restore
the said information service or information assets.

1.3.3.4. Repair

The term "repair" refers to recovery that reverts to former state
using a backup copy and restoration that simply reinstall the
backup data. The backup is a precondition to the repair.

1.3.3.5. Terminal

The term "terminal" means an input/output device and includes
but not limited to a personal PC and printer connected through
LAN or WAN, console, scanner.

1.3.3.6. PC
The term "PC" means a desktop and a laptop.

1.3.3.7. Mobile Device

The term "mobile device" means a cellular phone, smart phone,
PDA, tablet PC, etc.

1.3.3.8. Information Security Incident (Intrusion Incident)

The term "information security incident" means cases in which
the information and the information system that are objects of
protection and management are destroyed without permission or
in which a problem occurs in an information security
management system.

1.3.3.9. Web mail

The term "web mail" means a mail service in which a mail may
be sent using a web browser through login and logout process.

1.3.3.10. VPN (Virtual Private Network)
The term "VPN (Virtual Private Network)" means a technology

or a network that enable to construct a private network using a
public network such as Internet.
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1.3.3.11. P2P (Esler Aras)

“P2P (Esler Aras1)" terimi Internet iizerinden kisiler arasinda bir
dosyanin paylasimini saglama teknolojisi ve faaliyeti anlamina
gelmektedir.

1.3.3.12. Web disk alam1 / Web Kklasorii

"Web hard / Web folder" terimi her tiirli bilginin Internet
iizerinden  saklanabilecegi /  hareket edebilecegi /
paylagilabilecegi veya bir dosyanin saklanabilecegi /
yiiklenebilecegi ve indirilebilecegi bir bilgi saklama servisi
anlamina gelmektedir.

1.3.3.13. DMZ (Demilitarized Zone)

"DMZ (Demilitarized Zone)" terimi bir giivenlik duvar1 kurmak
icin digartya maruz kalan bir sunucu, kisisel bilgisayar vb. i¢in
bir ag yonetim bolgesi anlamia gelmektedir.

1.3.3.14. FTP (Dosya Aktarim Protokolii)

"FTP (Dosya Aktarim Protokolii)" terimi Internet kanaliyla bir
dosyanin bir bilgisayardan baska bir bilgiyara iletimini
destekleyen bir protokol anlamina gelmektedir.

1.3.3.15. LAN (Yerel fletisim Ag1)

“LAN (Yerel Iletisim Ag1)" terimi belli bir bolgedeki bir takim
bilgisayarlari, agik erisim cihazlarimni vb. yiiksek hizdaki iletisim
hatlartyla birbirine baglayarak cihazlar arasindaki iletisimi
saglayan bir yerel iletisim ag1 anlamina gelmektedir.

1.3.3.16. IP (Internet Protokoll) Adresi

"IP (Internet Protokolii) Adresi" terimi Internet gecici kullanimi
i¢in bir terminale atanan 6zgiin bir adres anlamina gelmektedir.

1.3.3.17. Genel Ag

“Genel ag” terimi iletisim sirketlerinin belirsiz kisilere hizmet
vermek lizere gelistirdikleri genel bir Internet agi anlamina
gelmektedir.

1.3.3.18. Ozel Ag

“Ozel ag” terimi bir isletme, okul vb. belli bir kurum igin
kullanilmak iizere gelistirilen bir iletisim ag1 anlamina
gelmektedir. Ozel bir aga erisime VPN vb. belli bir yontem
disinda izin verilmez.

1.3.3.11. P2P (Peer to Peer)

The term "P2P (Peer to Peer)" means technology and activity to
share a file among individuals over the Internet.

1.3.3.12. Web hard / Web folder

The term "Web hard / Web folder" means an information storage
service in which all types of information may be stored / moved
/ shared through the Internet or a file may be stored / uploaded
and downloaded.

1.3.3.13.DMZ (Demilitarized Zone)

The term "DMZ (Demilitarized Zone)" means a network domain
for a server, PC, etc. which shall be exposed to outside to
configure a firewall.

1.3.3.14.FTP (File Transfer Protocol)

The term "FTP (File Transfer Protocol)" means a protocol to
support the transmission of a file from a computer to another
computer through the Internet.

1.3.3.15.LAN (Local Area Network)

The term "LAN (Local Area Network)" means a local area
network that enables the communication among devices by
connecting a number of computers, OA equipments, etc., in a
certain area with high speed communication lines.

1.3.3.16.1P (Internet Protocol) Address

The term "IP (Internet Protocol) Address" means a unique address
assigned to a terminal for use of the Internet.

1.3.3.17.Public Network

The term "public network" means a generally used Internet
network that communication companies develop in order to serve
unspecified individuals.

1.3.3.18. Private Network

The term "private network™ means a communication network that
is developed to be used for a specific institution, such as business,
school, etc. An access to a private network is not permitted
without a specific method, such as VPN, etc.
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1.3.3.19. WAN (Genis Alan Ag1)

“WAN (Genis Alan Ag1)” cografi olarak birbirinden uzak olan
genis alanlar1 birbirine baglamak icin olan bir iletisim ag1
anlamina gelmektedir.

1.4 Goérev ve Sorumluluk
1.4.1 Sozlesmesel iligkisi olan bir calisan ve bir kisi

A. Sozlesmesel iligkisi olan bir g¢alisan ve bir kisi isbu
yonetmelik ve ilgili yonergelerde yazan giivenlik politikalarini
inceler.

B. Sozlesmesel iligkisi olan bir ¢aligan ve bir kisi giivenlik
egitimine katilir ve Sirket’in i¢ denetim gibi giivenlik
faaliyetleriyle aktif bir sekilde isbirligi igerisinde davranirlar.

C. Sozlesmesel iligkisi olan bir ¢aligsan ve bir kisi bir giivenlik
olayina sebebiyet verebilecek asir1 kazanim, veri saklama veya
ticari sirr1 igyeri sinirlart digina izinsiz sekilde ¢ikarma gibi bir
harekette bulunmaz.

D. Sozlesmesel iliskisi olan bir ¢alisan ve bir kisi Sirket’in bigli
varliklarin1 disar1 ¢ikarmak icin standart prosediirlere uyar ve
izinsiz bir sekilde bu bilgi varliklarini almaz.

E. Sozlesmesel iligkisi olan bir ¢alisan ve bir kisi bir gegis veya
bir is sistemi hesabini baskalariyla paylagsmaz.

F. So6zlesmesel iliskisi olan bir ¢aligan ve bir kisinin bir giivenlik
olay1 tespit etmesi halinde, ekiple (departman) beraber soz
konusu olay1 bir giivenlik miidiirine veya bir giivenlik
kurulusuna gecikmeden bildirir.

G. Asagidaki kisiler Sirket’in giivenlik yonetmeligi ihlalleri i¢in
sorumluluk kabul ederler:

G-a) Bir ¢alisan tarafindan giivenlik yénetmeliginin ihlali:
Ihlali gergeklestiren kisi ve ekip lideri (veya departman
yoneticisi)

G-b) Bir ziyaretgi tarafindan giivenlik yonetmeliginin ihlali:
Giris iznini talep eden ¢alisan.

1.3.3.19.WAN(Wide Area Network)

The term "WAN(Wide Area Network)" means a communication
network to connect wide areas that are geographically far away.

1.4 Role and Responsibility
1.4.1 An employee and a person in privity of contract

A.An employee and a person in privity of contract shall observe
security policies that these regulations and related guidelines
prescribe.

B.An employee and a person in privity of contract shall
participate in security education and actively cooperate with
Company's security activities, such as internal inspection.

C.An employee and a person in privity of contract shall not
engage in an act such as excessive acquisition, storage or taking
trade secret out of the business location without permission,
which is likely to cause a security incident.

D.An employee and a person in privity of contract shall follow
the standard procedures for taking Company's information assets
out and shall not take the said information assets without
permission.

E.An employee and a person in privity of contract shall not share
a pass or a business system account with others.

F.In case where an employee and a person in privity of contract
finds out a security incident, he or she shall notify such facts to a
security manager by team (department) or a security organization
without delay.

G.The following persons shall assume responsibility for the
violation of Company's security regulations:

G-a)Violation of security regulations by an employee: A
person who violates and the team leader (or department
manager)

G-b)Violation of security regulations by a visitor: An
employee who requests an access permission.
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1.4.2 Ziyaretci

A. Bir ziyaret¢i kendi calisan1 ya da bagkalarina aldigi izni
kiralamaz ya da bu iznin bilgilerini bu kisilerle paylagmaz.

B. Bir ziyaret¢i izin almadan kamera veya cep telefonu kamerasi
gibi bir video kayit cihazi kullanarak resim ya da video ¢cekmez.

C. Bir ziyaretgi Sirket’in resmi olarak sagladigi disindaki
herhangi bir veriyi edinmez ya da kullanmaz.

D. Bir ziyareti Sirket’in yonetmeligi ve ilgili kanun maddelerine
gore Sirket’in talep ettigi giivenlik onlemlerinin ihlaliyle ilgili
tiim sorumlulugu tasir.

D-a) Bir ziyaret¢inin, izni burada sart kosulan durumlar
disindaki amaglar i¢in kiralamasi ya da kullanmasi durumunda
oldugu gibi bir izni suistimal etmesi veya kotiiye kullanmasi
durumunda, izni alinir ve giris izni yasaklanir ve kendisinin
CEOQO’su bunun tekrar etmemesi i¢in gerekli dnlemleri alir.

D-b) Bir ziyaretgi bir koruma alanindaki Sirket denetimini
takip eder. Aksi takdirde, kendisi koruma alani digina alinabilir.

D-c) Bir ziyaretginin izinsiz bir sekilde Sirket verilerini
edinmeye, bu verilerden yararlanmaya ya da bu verileri
sizdirmaya tesebbiis etmesi durumunda, s6z konusu ziyaretgi
ilgili kanunlara gore hukuki ve cezai sorumlulugu tasir.

Idari Giivenlik
2. Giivenlik Kurulusu
2.1 Giivenlik Organizasyonu Yapisi ve Yoneten Kurulus

A. Insan kaynaklari ekibi (departmani) girisim giivenlik
organizasyonu yapisi ve yonetimini gézeterek denetler.

B. Insan kaynaklar1 ekibi (departmani) giivenlikle ilgli olarak
calisanlarin gorev ve sorumluluklarini belirler ve bunlarla ilgili
mevcut kosullart saglar.

C. “2.4 Giivenlik Kurulusu Gorevlerinin Dagilhim”
bolimiinde aksi belirtilmedigi siirece, Giivenlik Kurulu
muzakere ile belirler.

14.2  Visitor
A.A visitor shall not rent or share a pass with his or her employee
or others.

B.A visitor shall not take a picture or film without permission
using a camera or a video tape recorder, such as a camera phone.

C.A visitor shall not acquire or use any data other than what the
Company officially provides.

D.A visitor shall bear all the responsibility for violation of
security measures that the Company demands in accordance with
the Company's regulations and related laws.

D-a)In case where a visitor misuses or abuses a pass, such as
to rent or use the pass for purposes other than what is
stipulated herein, his or her pass shall be collected and he or
she shall be forbidden to enter and his or her CEO shall submit
measures to prevent recurrence thereof.

D-b)A visitor shall follow the Company's control within a
protection area. Otherwise, he or she may be ordered out of
the protection area.

D-c)In case a visitor attempts to acquire, utilize or leak the
data of the Company without permission: A visitor shall bear
civil and criminal responsibility in accordance with related
laws.

Administrative Security
2.Security Organization
2.1Structure and Managing Entity of Security Organization

A.The human resources team (department) shall supervise
structure and management of enterprise security organization.

B.The human resources team (department) shall define roles and
responsibilities of employees with respect to security and
maintain present condition thereof.

C.Unless otherwise prescribed in ""2.4 Division of Duties of
Security Organization,” the Security Council shall define
through a deliberation.
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2.2 Giivenlik Kurulu Faaliyeti

Giivenlik Kurulu CSO (Giivenlik Baskani), giivenlik miidiirii ve
giivenlikten sorumlu bir kisiden olugur ve giivenlik politikalarina
karar vermek, bunlari iletmek ve uygulamak iizere en az yilda iki
kere toplanir.

2.3 Giivenlik Organizasyonu Semasi

Idari giivenlik ¢alisanlar1 bir giivenlik miidiiriine hazirlik yapar
ve rapor eder ve ekibi, isimleri ve kendilerinin iletisim bilgilerini
iceren bir giivenlik organizasyonu semasi (bkz: EK-1) hazirlarlar.

2.4 Giivenlik Kurulusu Goérevlerinin Dagilim (gorev ve
sorumluluklar) (1. Gorev dagilimi standartlarina atifla)

2.4.1 Giivenlik Baskam
Yonetici)

(CSO) (Giivenlikten Sorumlu

A. CSO, CEO ya da CEO yetkileriyle donatilmis yonetici olur.

B. CSO, genel giivenlik miidiirii olarak, tiim giivenlikle alakali
politikalara karar verir.

C. CSO, Kurumsal Guvenlik Midiri ve Kurumsal Giivenlik
Personelini atar.

D. CSO giivenlik planlamasi ve uygulamasi igin bir giivenlik
midurine talimat verir ve kendisini denetler.

24.2  Giivenlik Miidiirii

A. CSO tarafindan atamasi yapilmis olan bir giivenlik miidiirii
CSO’ya rapor eder ve tiim giivenlik faaliyetlerini yerine getirir.

B. Bir giivenlik miidiirii Sirket’in giivenlik yonetmeligini tesis
eder ve soz konusu ydnetmeligi egitim, bildiri vb. yollarla
uygular.

C. Bir giivenlik miidiirii giivenlikle ilgili kanun degisiklikleri ve
ilgili sirketin gilivenlik politikalarindaki degisiklikler gibi dis
cevrelerdeki degisikliklere bagl olarak giivenlik yonetmeligini
yeniden g6zden gegirir. Gerekirse, guvenlik midurii s6z konusu
degisiklikleri Sirket’in giivenlik yonetmeligine yansitir veya
giivenlik egitimi, glivenlik denetimi vb. 6nlemler alir.

D. Bir giivenlik miidiirii her aym belli bir giiniinii “gilivenlik
giinli” olarak belirler ve giivenlik farkindaligini arttirmak adina

icerideki giivenligi denetler.

E. Bir giivenlik miidiirii giivenlik egitimi ve tanitimi yapar.

2.2 Operation of Security Council

The Security Council shall be composed of CSO (Chief Security
Officer), security manager and a person in charge of security and
operated at least semi annually in order to decide, deliver and
implement security policies.

2.3 Security Organization Chart

Administrative security staff shall prepare, report to a security
manager, and administer a security organization chart (see
Attachment-1) that includes the team, name and contact of
himself or herself.

2.4 Division of Duties of Security Organization (roles and
responsibilities) (1. refer to the standards for division of
duties)

2.4.1 Chief Security Officer (CSO) (Executive in Charge of
Security)

A.The CSO shall be CEO or an executive that is entrusted with
authorities of CEO.

B.The CSO, as a general security manage, shall decide all
security-related policies.

C.The CSO shall appoint the Corporate Security Manager and the
Corporate Security Staff.

D.The CSO shall direct and supervise a security manager to plan
and implement security.

24.2  Security Manager

A.A security manager that is appointed by the CSO shall report
to the CSO and implement all security operations.

B.A security manager shall establish the security regulations of
the Company and apply the said regulations through education,
announcement, etc.

C.A security manager shall re-examine the security regulations
of the Company based on the changes in external environments,
such as changes in laws related to security and security policies
of a related company. If necessary, the security manager shall
reflect the said changes in the security regulations of the
Company or enforce measures such as security education,
security inspections, etc.

D.A security manager shall designate a specific date every month
"a security day" and inspect the security internally in order to
raise security consciousness.

E.A security manager shall implement security education and
promotion.
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F. Bir giivenlik olaymin meydana gelmesi halinde, giivenlik
miidiirii s6z konusu olayla digaridan atanacak bir arastirma
bilirkisiyle hizali bir sekilde ilgilenir. Giivenlik midiirii s6z
konusu olay ele alindiktan sonra bu olayin tekrar etmemesi adina
gereken Onlemleri alir. Gerekirse, giivenlik miidiirii insan
kaynaklar1 departmanina disiplin islemi talep eder.

G. Bir giivenlik miidiirii bilgi varliklarinin diizenli denetimi
vasitasiyla hasar gorebilirlik arastirmasi ve karst Onlemleri
kullanarak bir giivenlik olay1 meydana gelmesinin 6niine geger.

I. Bir giivenlik miidiirii CSO’ya bilgi koruma durumunu {i¢ ayda
bir rapor eder.

J. Bir guivenlik mudur bilgi koruma faaliyetleri igin bir plan ve
biitge onaylar ve devreye alir.

K. Bir guvenlik mudird givenlik ekibinin igerisinde olan
kisilerle altt ayda bir birden fazla kere toplant1 diizenleyerek
giivenlik politikalarinin daha asagidaki kisilere yayilimi i¢in
cabalar.

2.4.3 Kurumsal Giivenlik Personeli

Kurumsal Giivenlik Personeli gorevleri idari gilivenlik
personelininkiler, fiziki giivenlik personelininkiler ve Teknik
giivenlik personelininkiler olarak ayrilir. Giivenlikten sorumlu
olan kisi yonetmelikte sart kosulan giivenlik faaliyetlerini hayata
gecirir.

A. idari Giivenlik Personeli

A-a) Idari giivenlik personeli bir egitim plani belirler ve uygular
ve bir giivenlik olayint ¢esitli giivenlik etkinlikleri, izleme,
diizenli bilgi varlig1 denetimleri vb. yollarla engellemeye caligir.

A-b) Bir giivenlik olaymin meydana gelmesi durumunda, idari
giivenlik personeli bu olayin arastirmasimi yapar ve karst
onlemler alir.

B. Fiziki Guvenlik Personeli

B-a) Fiziki giivenlikten sorumlu olan kisi her ekibin
(departmanin) talep ettigi giivenlik alaninin tesis edilmesini
gbzden gegirir ve onaylar. Fiziki giivenlikten sorumlu olan kisi
bunun sonuglarini ilgili ekibe (departmana) bildirir ve durumu
yonetir.

F.In case where a security incident occurs, the security manager
shall deal with the said incident in line with an external
investigative authority. The security manager shall establish
measures to prevent recurrence of an incident posterior to
completion of incident handling. If necessary, the security
manager shall request disciplinary action to a human resources
department.

G.A security manager shall prevent a security incident by
vulnerability investigation and countermeasures through regular
inspection of information assets.

I.A security manager shall report information protection state to
CSO quarterly.

J.A security manager shall approve and operate a plan and budget
for information protection activities.

K.A security manager shall endeavor to spread the security
policies to lower organizations by holding a meeting of persons
in charge of team security more than once semiannually.

2.4.3 Corporate Security Staff

The roles of the Corporate Security Staff shall be divided into
those of administrative security staff, physical security staff and
technical security staff. The person in charge of security shall
implement security operations stipulated in regulations.

A.Administrative Security Staff

A-a)Administrative security staff shall establish and implement
an education plan and prevent a security incident through various
security events, monitoring, regular inspections of information
assets, etc.

A-b)In case a security incident occurs, administrative security
staff shall investigate the said incident and take countermeasures.

B.Physical Security Staff

B-a)A person in charge of physical security shall review and
approve establishment of security area that each team
(department) requests. The person in charge of physical security
shall reply the results thereof to the said team (department) and
manages its state.
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B-b) Fiziki giivenlikten sorumlu olan kisi fiziki bir giivenlik
sistemi isletir, ilgili prosediirleri belirler ve bunlarin
faaliyetlerinin mevcut durumlarint yonetir. Fiziki giivenlikten
sorumlu olan kisi, gerekirse, bir giivenlik miidiiriine rapor eder
ve O6nlem alir.

C. Teknik Gulvenlik Personeli

C-a) Teknik givenlik personeli bilgi teknolojisiyle ilgili tum
guivenlik faaliyetlerini tesis eder ve uygular.

C-b) Teknik giivenlik personeli bilgi teknolojisi giivenligi
faaliyeti icin bir plan belirler ve uygular.

C-c) Teknik giivenlik personeli bilgi teknolojisi giivenligi i¢in
ayr1 bir detayli yonerge hazirlar ve uygular.

C-d) Teknik guvenlik personeli bilgi teknolojisi guvenlik
sistemini yonetir ve buradaki sonuglar inceler.

C-e) Teknik giivenlik personeli bilgisayim miilkyeti i¢in istikarl
faaliyet ve guvenlik 6nlemlerini diizenler ve uygular.

C-f) Teknik guvenlik personeli, bilgi teknolojisi gorevlerini
yerine getiren kisi olarak, bir giivenlik midiirii tarafindan
goérevlendirilir.

C-g) Teknik glvenlik personeli “Béliim 4 Teknik Gilivenlik”te
yazili olan igerikleri planlar ve uygular.

C-h) Bilgisayim miilkiyetinin hasar gorebilirliginin tespit
edilmesi halinde, teknik giivenlik personeli bunun gelismelerini
bilgisayimla goérevli olan kisiden talep eder ve bir yama uygular.

C-I) Teknik giivenlik personeli i¢ ve dig bilgisayim cihazlar1 igin
glivenlik incelemesi yapar.

C-j) Teknik giivenlik personeli giivenlik yoOnetmeliginde
belirtilen giivenlik faaliyetlerini yerine getirmek i¢in konulari
uygular ve yerine getirir.

C-k) Bir giivenlik olayimnin meydana gelmesi durumunda teknik
giivenlik personeli teknik arastirma, onlemler vb. igin destek
verir.

C-m) Teknik giivenlik personeli yukarida belirtilen her
maddenin sonucunu CSO’ya veya bir giivenlik miidiiriine rapor
eder.

B-b)A person in charge of physical security shall operate a
physical security system, establish related procedures and
manage current state of its operation. If necessary, the person in
charge of physical security shall report to a security manager and
take measures.

C.Technical Security Staff
C-a)Technical security staff shall establish and implement all
security operations related to information technology.

C-b)Technical security staff shall establish and implement a plan
to operate information technology security.

C-c)Technical security staff shall prepare and implement separate
detailed guidelines for information technology security.

C-d)Technical security staff shall manage the information
technology security system and analyze the results thereof.

C-e)Technical security staff shall arrange and implement stable
operation and security measures for computation property.

C-f)Technical security staff, as a person who performs
information technology tasks, shall be appointed by a security
manager.

C-g)Technical security staff shall plan and implement the
contents prescribed in "Chapter 4 Technical Security™ herein.

C-h)In case where a vulnerability of computational property is
found, technical security staff shall request its improvement to a
person in charge of computation and implement a patch.

C-I)Technical security staff shall examine security for internal
and external computing devices.

C-j)Technical security staff shall apply and implement matters to
perform security operations specified in security regulations.

C-k)In case where a security incident occurs, technical security
staff shall support for technical investigation, measures, etc.

C-m)Technical security staff shall report results of each
subparagraph stated above to CSO or a security manager.
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2.4.4  Ekip (Departman) Giivenlik Yoneticisi

Her ekibin (departmanin) giivenlik yoneticisi, takim lideri olarak
(departmanin basi olarak), s6z konusu ekibin (departmanin)
giivenlik faaliyetlerini yerine getirmesinden, diizenlemesinden
ve denetiminden sorumludur.

A. Bir ekibin (departmanmn) guvenlik yoneticisi bir ekibin
(departmanin) igerisindeki ¢esitli ticari sirlarin gilivenligini
inceler ve bir giivenlik dokiimanina karar verir.

B. Bir ckibin (departmanin) giivenlik yoneticisi bir ekibin
(departmanin) i¢ giivenlik denetiminin normal bir sekilde yerine
getirilip getirilmedigini teyit eder ve bunun gdzetimini yapar.

C. Bir ekibin (departmanin) giivenlik yoneticisi eki (departman)
icerisindeki bir kilitleme aygit1 ve digerlerinin diizgiin bir sekilde
kullanilip kullanilmadigimi ve yonetilip yonetilmedigini teyit
eder ve bunun gdzetimini yapar.

D. Bir ekibin (departmanin) giivenlik ydneticisi ekip
(departman) igerisindeki kisilerin giivenlik egitimini alip
almadiklarinin gézetimini yapar.

E. Bir ekibin (departmanin) giivenlik yoneticisi ekip (departman)
giivenliginden sorumlu olacak bir kisiyi atar.

F. Bir giivenlik olayinin meydana gelmesi halinde veya bir
giivenlik olaymin meydana gelebileceginin anlasilmasi halinde,
ekibin (departmanin) giivenlik yoneticisi durumu Kurumsal
Glvenlik Mudurine iletir.

G. Bir ekibin (departmanin) faaliyetiyle ilgili olarak bir yere
erisimin kisitlanmasi halinde, bir ekibin (departmanin) giivenlik
yoneticisi fiziki giivenlik personelinden bir koruma alani tesisi
talep eder.

H. Bir ekibin (departmanim) giivenlik yoneticisi Sirket’in
giivenlik politikalarinin etkili bir sekilde yerine getirilmesi i¢in
aktif bir sekilde destek verir.

2.4.4 Security Manager by Team (Department)

A security manager of each team (department), as a team leader
(head of department), shall implement, coordinate and supervise
safety operations of the said team (department).

A.A security manager of a team (department) shall review
security of various trade secrets within a team (department) and
decide a security document.

B.A security manager of a team (department) shall verify and
supervise whether an internal security inspection of a team
(department) is implemented normally.

C.A security manager of a team (department) shall verify and
supervise whether a locking device and others within a team
(department) are used and managed appropriately.

D.A security manager of a team (department) shall supervise the
implementation of security education for members of a team
(department).

E.A security manager of a team (department) shall appoint a
person in charge of team (department) security.

F.In case a security incident occurs or it is apprehended that a
security incident may occur, a security manager of a team
(department) shall notify such facts to Corporate Security
Manager.

G.In case it is necessary to restrict access to a place related to an
operation of a team (department), a security manager of a team
(department) shall request institution of a protection area to
physical security staff.

H.A security manager of a team (department) shall actively
support to effectively implement security policies of the
Company.
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245  Ekibin (Departmanin) Giivenlik Personeli

A. Ekibin (departmanin) giivenlik personeli, ekibin
(departmanin) giivenlik miidiirii tarafindan goérevlendirilmis bir
kisi olarak, s6z konusu miidiiriin yonettigi sekilde hareket ederek
ve ayni zamanda giivenlik denetimleri, giivenlik egitimi vb. ekip
(departman) ile ilgili guvenlik faaliyetlerini yerine getirerek,
ekip (departman) icerisindeki mevcut givenlik durumunu
yonetir.

B. Ekibin (departmanin) giivenlik personeli her ay bir giivenlik
gunu belirler, mevcut guvenlik durumunu, sorunlar1 vb. ekibin
(departmanin) giivenlik midiiriine rapor eder ve s6z konusu
miidiiriin talimatlar1 dogrultusunda giivenligin gelisimini saglar.

C. Ekibin (departmanin) giivenlik personeli Kurumsal Giivenlik
Personelinin c¢agirdigi, giivenlik politikalarinin karariyla hizali
bir sekilde olan, ekibin (departmanin) giivenlik personeli
toplantisina katilim saglar ve s6z konusu giivenlik politikalarinin
ekip (departman) icerisinde yayilimini saglar.

3.Giivenlik Taahhiitnamesi
3.1 Sorumlu Birim

A. Ticari sirlar1 yasal olarak koruma altina almak ve galisanlarin
giivenlikle alakali olarak farkindaliklarini saglamak adina bir
bilgi koruma teminati beyani hazirlanir ve sunulur.

B. Idari giivenlik personeli taahhiitnamelerin konusu ve mevcut
durumunu bir tablo ile gdstermekle sorumludur ve herhangi bir
ithmal olup olmadigmi kontrol eder. Bir ihmal olmasi
durumunda, sebeplerini anlar ve bu durumlart CSO’ya rapor eder
ve uygun olan dnlemleri alir.

C. Bir galisan ya da ii¢iincii bir taraf olduguna bakmaksizin
sadece bilgi koruma teminati beyani veren bir kisi is
lokasyonlarimiza erisi ve bilgi varliklarini kullanir.

D. Bilgi koruma teminatt beyanimi vermeyen bir kisi is
lokasyonlarimiza erisim yetkisi alamaz ya da sistemi
kullanamaz. Idari giivenlik personeli bunun y&netiminden
sorumlu olan kisidir.

245  Security Staff of Team (Department)

A.Security staff of team (department), as a person that a security
manager of a team (department) appoints, shall manage the
current security state within the team (department) by acting for
the said manager manage as well as perform security activities
related to the team (department), such as security inspections,
security education, etc.

B.Security staff of team (department) shall implement a security
day every month, report current security state, problems, etc. to a
security manager of a team (department), and improve the
security based on the instruction of the said manager.

C.Security staff of team (department) shall participate in the
meeting of security staff of team (department) that Corporate
Security Staff convenes, involving those in line with the decision
of security policies, and spread the said security policies within
the team (department).

3. Security Covenant
3.1 Managing Entity

A.An information protection pledge statement shall be prepared
and submitted in order to legally protect trade secret and raise the
security awareness of employees.

B.Administrative security staff shall maintain the objects and the
current state of covenants with the tables and check for any
omission therein. If there is any omission, he or she shall
comprehend the causes thereof, report such facts to CSO and take
appropriate measures.

C.Only a person irrespective of an employee or a third party, who
submits the information protection pledge statement may access
our business location and use the information assets.

D.A person who does not submit the information protection
pledge statement will not be permitted to enter the business
location or to use the system. Administrative security staff shall
bear the management responsibility thereof.
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3.2 Calisan

A. Calisanlar bilgi giivenligi konusunda cok iyi bir sekilde
bilgilendirilir, bilgi koruma teminatt beyanini hazirlar ve
taahhiitnameyi Sirkete girisleri sirasinda igse alim sorumlusuna
iletirler. Bilgi koruma teminati beyani ilgili yasalar ve bilgi
gizliligi konusunda uyulacak hususlar1 agikga belirtir.

B. Idari giivenlik personeli hizmeti devam eden galisanlarda
diizenli bir sekilde bilgi giivenligi teminati beyanini talep eder.

C. Sirketten ayrilan bir ¢alisan korumasi gereken ticari sirlari,
sozlesme siiresini, yasalarin gdzetimi ve haksiz rekabetin Oniine
geemek adma yasal sorumluluklari vs. iceren “Emekli Olanlar
I¢in Ticari Sir Koruma Teminati Beyani”n1 hazirlar ve verir.

D. Daimi personelin istifa etmesi veya isten ¢ikarilmasi
durumunda, s6z konusu personelin kimlik kart1 alinarak/
biyometrik tarama sistemlerine sinirlama konularak tesislere
girisi engellenir.

E. Daimi personelin istifa etmesi veya isten ¢ikarilmasi
durumunda, s6z konusu personelin sifrelerine bloke konulmasi
ile bilgi sistemlerine erigsimi engellenir.

F. Gegici personelin ayrilmasi veya ¢alismasinin sonlandirilmasi
durumunda, s6z  konusu personelin  kimlik  kartt
almarak/biyometrik tarama sistemlerine sinirlama konularak
tesislere girisi engellenir.

G. Gegici personelin  ayrilmasi  veya ¢aligmasinin
sonlandirilmasi durumunda, séz konusu personelin sifrelerine
bloke konulmasi ile tesislere ve bilgi sistemlerine erisimi
engellenir.

H. istifa dilekcesi veya isten cikarma bildirim tarihi ile
personelin ilisik kesmesi arasinda ilgili personel firmanizda
calismaya devam ediyorsa, bu personelin yaptigi iglemler
izlenir.

I. Isten ayrilacag: bilinen veya tahmin edilen personelin yerini
alabilecek yedek personel gorevlendirilir.

3.2 Employee

A.An employee shall be well-informed of importance of
information security, prepare the information protection pledge
statement, and submit the covenant to a recruiter in joining the
Company. The information protection pledge statement shall
specify matters to be complied with respect to related laws and
confidentiality of information.

B.Administrative security staff shall regularly request the
information protection pledge statement from employees in
service.

C.An employee who is leaving the Company shall prepare and
submit the "Retiree Trade Secret Protection Pledge Statement”
which includes the contents of trade secrets that he or she shall
protect, term of agreement, observance of laws and legal liability
for prevention of unfair competition, etc.

D. In the event of a permanent employee resigning or
termination, the employee’s ID card is taken/biometric scanning
systems are restricted and their entry to the facilities is prevented.
E. In the event of a permanent employee resigning or termination,
the employee’s passwords are blocked and their access to
information systems is prevented.

F. In the event of a temporary employee leaving or termination,
the employee’s ID card is taken/biometric scanning systems are
restricted and their entry to the facilities is prevented.

G. In the event of a temporary employee leaving or termination,
the employee’s passwords are blocked and their access to the
facilities and information systems is prevented.

H. If the employee continues to work in your company between
the date of the resignation letter or termination notice and the
employee’s termination, the transactions of this employee are
monitored.

I. Replacement personnel who can replace the employee who is
known or expected to leave the job are assigned
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3.3 Uciincii Sahs (Genel isgiicii Hizmeti, Alt Taseron
Calisanlar)

A. Genel isgiicii hizmetini de igerisine alan alt tageron ¢aliganlari
ticlincii sahis giivenlik teminatint hazirlar ve miiteahhite verirler.
Miiteahhitin idari islerinden sorumlu olan kisi s6z konusu
teminat1 Sirket’in taseronluk hizmetleriyle ilgili olan idari
departmanina verir.

B. Sirketin belirledigi standart bir sézlesme kullanilir. Standart
sozlesme sunlart igerir: Sirketin gilivenlik yo6netmeliginin
incelenmesi, alt tageron personeli ve miiteaahit igin giivenlikten
sorumlu olmast.

C. Teknik hizmet ya da verilerin degistirilmesi durumunda,
Sirketin bilgi varliklarinin korunmasi ve yonetimi igin alt
tageronun Sirket adina gilivenlik denetiminden sorumlu kisi
olacagina belirten bir s6zlesme imza edilir.

D. Tageron firma personellerinin sirkete ait arsiv, bilgi islem
odasi, yonetim ofisi, muhasebe vb. kisitlanmig odalara sorumlu
kisiler haricinde girisi yasaklanmistir. Belirtilen odalarin giris —
¢ikisi kartli sistem ve kilit ile korunmaktadir.

4.Giivenlik Egitimi
4.1 CSO

A. CSO tiim galisanlar i¢in yilda birden fazla kere bir giivenlik
egitimi organize eder ve gerekirse CEO katilimini da talep
edebilir.

B. CSO yeni ve meslekten yetisme olan ¢alisanlart idari, fiziki
ve teknik giivenlik gibi giivenlik sahalartyla ilgili Sirket
politikalart konusunda oldugu kadar c¢alisanlarin = Sirkete
girdikleri andan itibaren bilmeleri gereken asil yonetmelikler,
yonergeler ve prosediirlerle ilgili olarak da egitir. CSO boyle bir
egitimin sonuglarini da yazilt hale getirir.

C. Giivenlik politikalarinin degisimi vb. bir sebep olmasi
durumunda, CSO ekibin (departmanin) giivenlik personelini
bildirim ya da egitim yoluyla degisimle ilgili olarak bilgilendirir.

D. Disaridan biri gorev icab1 geldiginde, CSO bir oryantasyon
(egitim) caligmasiyla s6z konusu kisi goreve baslamadan
giivenlik konularinda bilgilendirme yapar.

E. Giivenlik Egitimi ve Farkindalik
Talimatlarin etkili olabilmesi i¢in diizenli giivenlik egitimleri ve
farkindalik programlari da organize edilir.

3.3 Third Party (General Labor Service, Subcontractor
Personnel)

A.The subcontractor personnel including general labor service
shall prepare and submit a third party security covenant to a
contractor. A person in charge of the administration of the
contractor shall submit the said covenant to a subcontract service
administration department of the Company.

B.A standard contract that the Company defines shall be used.
The standard contract shall include the following: to observe
security regulations of the Company; for subcontractor personnel
and contractor to be responsible for security.

C.In case the technical service or data is exchanged, a contract
that includes a phrase to prescribe the fact that a subcontractor
shall be an object of security inspection of the Company in order
to protect and manage the information assets of the Company.

D. Subcontractor company personnel are prohibited from
entering restricted rooms such as the company's archive, data
processing room, management office, etc., except for responsible
persons. Entry and exit of the specified rooms are protected by a
card system and lock.

4.Security Training
4.1 CSO

A.The CSO shall implement security training for all employees
more than once a year and, if necessary, may request attendance
of CEO.

B.The CSO shall educate new and career employees about the
Company policies on security domains such as administrative,
physical, and technical security as well as about the major
regulations, guidelines and procedures that the said employees
shall know upon joining the Company. The CSO shall maintain
the results of such education in writing.

C.In case there is reason such as a change of security policies,
etc., the CSO shall inform the security staff of team (department)
of such change through an announcement or training.

D.In case an outside resides on duty, the CSO shall implement an
orientation (training) regarding security prior to the
commencement of his or her duties

E. Regular safety training and awareness programs are also
organized for the instructions to be effective.
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4.1.1 Talimatlarin Yazih Olarak Duyurulmasi

Yazili Bildirimler: Giivenlik talimatlari, tim calisanlara yazilt
olarak duyurulur. Bu duyurular, genellikle fabrika icindeki
duyuru panolarinda, e-posta ile veya fabrikadaki ic iletisim
platformlarinda yapilir.

Duyuru Panolar1: Fabrikada cesitli giivenlik talimatlari, acil ¢ikis
planlari, tehlikeli alanlar ve is sagligi ve giivenligi ile ilgili
bilgilere yonelik yazili duyurular duyuru panolarina asilir.

E-posta ve Dijital Platformlar: Giivenlik talimatlari, ¢alisanlara
e-posta yoluyla da duyurulabilir. Ayrica, fabrikada kullanilan ig¢
iletisim yazilimlar1 veya intranet platformlari {izerinden de bu
bilgilere kolay erisim saglanabilir.

4.2 Ekibin (Departmanin) Giivenlik Miidiirii

A. Ekibin (departmanin) giivenlik miidiirii giivenlik icin gerekli
oldugunu tespit ederse, i¢ / dis glvenlik olaylarinin meydana
gelmesi vb. durumlarda, ekibin (departmanin) giivenlik miidiirii
ekip tiyeleri i¢in glivenlik egitimi organize edebilir.

B. I¢ yonetmeliklerde degisiklik gibi iletilmesi gereken bir
durum olmasi halinde ekibin (departmanin) giivenlik personeli
ekibe s6z konusu durumlari bildirir.

5.Emekli Yonetimi

5.1 Personel Departmam

A. “Emekli Olanlar I¢in Ticari Sir Koruma Teminati Beyan”
emeklilik dokiimanlarinin igerisinde yer alir ve emekliden talep
edilir.

B. Emekli bildirim sdzlesmesini veremeyen kisi sdz konusu
sOzlesmeyi gondermeye tesvik edilir. S6z konusu kisi bunun
verilmemesi halinde emeklilik islemlerindeki  gecikme
ihtimaliyle ilgili olarak da bilgilendirilir.

C. Personel Departmani emeklinin Sirketle bir konuda karsi
karsiya geldigini fark ederse, s6z konusu emeklinin Sirket
icerisindeyken  edindigi ticari sirlarin  Sirkete  verilip
verilmedigini teyit eder ve is degisikliginin yasaklanmasi adina
ihtiyati tedbir dilekgesi vermek gibi ilgili yasal aksiyonlari alir.

D. Personel Departman1 emekli tarafindan sirketle ilgili 6nemli
bilgilerin sizdirilmasinin 6niine gegmek adina giivenligi gézden
gegirir.

4.1.1 Written Announcement of Instructions

Written Notifications: Safety instructions are announced to all
employees in writing. These announcements are usually made on
bulletin boards in the factory, by e-mail or on internal
communication platforms in the factory.

Notice Boards: Written announcements regarding various safety
instructions, emergency exit plans, hazardous areas and
occupational health and safety information are posted on bulletin
boards in the factory.

E-mail and Digital Platforms: Safety instructions can also be
announced to employees via e-mail. In addition, easy access to
this information can be provided through internal communication
software or intranet platforms used in the factory.

4.2 Security Manager of Team (Department)

A.In case a security manager of team (department) determines
that it is needed for security, such as an occurrence of internal /
external security incidents, etc., the security manager of team
(department) may implement security training for team members.
B.In case there is a matter to be conveyed, such as changes of
internal regulations, security staff of team (department) shall
convey such facts within the team.

5. Retiree Management

5.1 Personnel Department

A.The "Retiree Trade Secret Protection Pledge Statement” shall
be included in retirement documents and requested from a retiree.

B.A person who fails to submit the retiree notification agreement
shall be encouraged to send the said agreement. The said person
shall be notified of the possibility of delay in retirement
procedures by the said non-submission.

C.In case the personnel department recognizes a fact that a retiree
leaves the Company within the same field, the personnel
department shall verify whether the trade secrets of the Company
that the said retiree has acquired in this Company are provided
and take related legal actions, such as petition for preliminary
injunction to prohibit a change of employment, etc.

D.The personnel department shall review security in order to
prevent critical information from being leaked by a retiree.
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5.2 Ekibin (Departmanin)Giivenlik Miidiirii

A. Ekibin (departmanin) giivenlik midiri, sirket icerisinde
calistigi zamanda edindigi tiim ticari sirlarin disariya higbir
kosulda sizmamasi adma, emekli olmasi planlanan ya da
emekliligi icin talimat verilen ekip T{yesini bildirme
sorumlulugunu istlenir ve eger bu yikiimliligin bir sekilde
ihlali olursa “Emekli Olanlar I¢in Ticari Sir Koruma Teminati
Beyani”na gore hukuken ve cezai olarak sorumlulugu olusabilir.

B. Ekibin (departmanin) giivenlik miidiirii emekli olacak kisinin
hizmet siiresi boyunca edindigi tim ticari sirlar1 ekibine
(departmanina) aktarmasini saglar ve Sirkete geri aktarmasini
talep eder ya da sahip oldugu tiim ticari sirlari ortadan
kaldirmasini talep eder. Ekibin (departmanin) giivenlik miidiirii
bu tiir durumlarin hepsini emekli (muhtemel emekli) randevu
dokiimanlar1, vb. kaydeder.

5.3 Cahsan

A. Bir ¢alisanin emekli olan bir kisinin ayni1 sektorde ya da rakip
bir firmada yeni bir is buldugunu tespit etmesi durumunda, bu
tir durumlar1 gecikmeden Kurumsal Giivenlik Departmanina

bildirir.
5.4 Teknik Giivenlik Personeli ve Fiziki Giivenlik Personeli

A. Teknik glvenlik personeli ve fiziki givenlik personeli emekli
olan bir galisanin system girig ve sisteme erigsim yetkilerini
emekli olunan tarihten itibaren en ge¢ 24 saat icerisinde
prosediirlere uygun bir sekilde kaldirir.

B. Teknik guvenlik personeli ve fiziki givenlik personeli emekli
olan kisinin yetkilerinin normal bir sekilde geri alinip
almmadigint periyodik olarak teyit eder. Bir ihmal tespit
edilmesi halinde, ihmalin sebebini belirler ve diizeltici aksiyonu
alir.

C. Ekibin (departmanin) giivenlik personeli gorev ve
sorumluluklarinin yazili olarak devrini talep ederse, teknik
guvenlik personeli ve fiziki glvenlik personeli yetki
kaldirilmasimi en fazla iki haftaya kadar askiya alabilir. Yetki
kaldirilmasimin askiya alinmasiyla ilgili bir sorun olugmasi
halinde, ekibin (departmanin) giivenlik personeli de bu sorundan
sorumlu olur.

D. Yetki kaldirma igleminin emeklilik talimat1 vb. Iletilmesinde
gecikme olmasi durumunda olacagr gibi normal sekilde
halledilememesi durumunda, teknik giivenlikten sorumlu bir kisi
ve fiziki giivenlikten sorumlu bir kisi s6z konusu gecikme
sirasinda giris / system kayitlarin1 teyit eder ve ekibin
(departmanin) giivenlik sorumlusunda teyit talep eder. Teknik
giivenlikten sorumlu olan kisi ve fiziki giivenlikten sorumlu olan
kisi sonuglar1 CSO’ya rapor eder.

5.2 Security Manager of Team (Department)

A.A security manager of team (department) shall bear an
obligation to notify a team member who is scheduled or ordered
to retire of the fact that all trade secrets that he or she has acquired
during his or her service shall not be leaked to the outside under
any circumstances and in case where the aforementioned
obligation is violated, he or she may be civilly and criminally
liable in accordance with the "Retiree Trade Secret Protection
Pledge Statement."”

B.A security manager of team (department) shall cause a retiree
(prospective retiree) to transfer all trade secrets that he or she has
acquired during his or her service to his or her team (department)
and request to return to the Company or destroy trade secrets that
he or she possesses. The security manager of team (department)
shall record such facts in retiree (prospective retiree) interview
documents, etc.

5.3 Employee

A.In case where an employee recognizes the fact that a retiree
finds a job within the same field or in a competitor, he or she shall
notify such facts to the Corporate Security Department without
delay.

5.4 Technical Security Staff and Physical Security Staff

A.Technical security staff and physical security staff shall
remove a retiree's authority to enter and access to system no later
than 24 hours from a retirement order date in accordance with
procedures.

B.Technical security staff and physical security staff shall
periodically verify whether a retiree's authority is being collected
normally. In case an omission is identified, they shall identify
cause of the omission and take a corrective action.

C.In case security staff of team (department) requests for the
transfer of duties and responsibilities in writing, Technical
security staff and physical security staff may suspend the
authority removal up to the maximum of two weeks. In case
where a problem occurs due to the suspension of authority
removal, security staff of team (department) shall also be
responsible for such problem.

D.In case where the authority removal is not normally handled
due to delay in the posting of the retirement order, etc., a person
in charge of technical security and a person in charge of physical
security shall verify records of entry / system usage during the
said delay and request the confirmation thereof from a person in
charge of team (department) security. A person in charge of
technical security and a person in charge of physical security
shall report the results to CSO.
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6. Giivenligi ihlal Edenin Yonetimi
6.1 Giivenlik ihlali idaresi

A. Mindr ihlal olmasi durumunda, ilgili kisiye ve kendisinin ekip
liderine (departmanin yoneticisi) CSO’nun ismi altinda bir uyar1
verilir. Ciddi bir ihlal s6z konusu ise, bu durum CDO’ya rapor
edilir ve bununla ilgili olarak isbu yonetmelige goére gereken
aksiyon alinir.

B. Giivenlik ihlali durumunda, ¢aligma kurallar1 ve personel ve
giivenlik hiikiimlerinde yazili olan disiplin cezasi tir ve
prosediirlerine gore bir disiplin islemi uygulanir.

C. Benzer olaylarin yeniden yasanmasi engellemek adina
onlemler alinir ve uygulanir. Disiplin islemlerini sonuglari tiim
calisanlarla paylaslir.

6.2 Calisan

A. Bir caliganin “Bilgi Giivenligi Yonetmeligi” ve ilgili
yonerge/prosediirlerin ihlalini fark etmesi durumunda, g¢alisan
durumu Kurumsal Giivenlik Departmanina bildirir.

B. Bir calisan bilginin kendi hatasi sonucunda ya da dikkatsizligi
sonucunda agiga ¢ikarildigimi ya da sizdigini saptarsa, bu
durumla ilgili olarak Kurumsal Giivenlik Departmanina
bildirimde bulunur.

6.3 ihlal Ciddiyetini Belirleme Standartlar

6.3.1  Onemsiz ihlal
A. Kurallar/yonergelerin bir hata ya da yanlislik sonucunda ihlali
fark edildiginde.

B. Onceden ihlal gergeklestirmemis bir ¢alisan farkinda olmadan
kurallari/yonergeleri ihlal ederse ve s6z konusu ihlal 6nemli ihlal

kategorisinde degilse.

C. Ihlali gergeklestiren kisi kendi ihlalini bildiriyorsa ve sz
konusu ihlal 6nemli ihlal kategorisinde degilse.

D. ihlal edilme sayilarina bagh olarak énlemler alinir.
D-a) Ilk ihlal: ihlal edene sozlii uyar

D-b) ikinci ihlal: Ihlal edene yazili uyar1 (yazili agiklama) ve
ekip liderine (departman ydneticisine) sozlii uyari

D-c) Ugiincii ihlal: Thlal edene ve ekip liderine (departman
yoneticisine) yazili uyar1 (yazili agiklama)

D-d) Dérdiincii ve daha fazla ihlal: Sirket politikalarina kasti
olarak uyumsuzluga bagli olarak énemli ihlal olarak islem goriir.

6. Management of Security Violator
6.1Security Violation Handling

A.A warning under the name of CSO shall be issued to a relevant
employee and his or her team leader (department head) for a
minor violation. A major violation shall be reported to CSO and
an action shall be taken therefor in accordance with the
regulations herein.

B.A disciplinary action for security violation shall be taken in
accordance with the types and procedures for disciplinary action
that are prescribed in employment rules and personnel or security
provisions.

C.The measures to prevent recurrence of similar incidents shall
be established and implemented. The results of disciplinary
actions shall be notified to all employees.

6.2 Employee

A.In case where an employee recognizes a violation of the
"Information Security Regulations” and related guidelines /
procedures, he or she shall notify the Corporate Security
Department of such facts.

B.In case an employ ascertains that the information is exposed or
leaked by his or her mistake or inadvertently, he or she shall
notify the Corporate Security Department of such facts.

6.3 Standards to Determine Severity of Violation

6.3.1 Minor Violation

A.In case it is acknowledged that the rules/guidelines are violated
due to a mistake or a fault.

B.In case an employee without prior violations violates the
rules/guidelines due to unawareness thereof and the said violation
does not fall under a major violation.

C.In case a violator notifies his or her violation and the said
violation does not fall under a major violation.

D.The measures shall be taken based on the number of times they
have been violated.
D-a)First violation: Verbal warning to a violator

D-b)Second violation: Written warning (written explanation) to
a violator and verbal warning to a team leader (department head)
thereof

D-c)Third violation: Written warning (written explanation) to a
violator and a team leader (department head)

D-d)Fourth or more violation: To be treated as a major violation
due to an intentional non-compliance of policies
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6.3.2.  Onemli ihlal

Onemli bir ihlal olmasi halinde durum Disiplin Islemi
Komitesine iletilir ve s6z konusu durum uyari ya da daha
fazlastyla cezalandirilir.

A. Giivenlik yonetmeligi, prosediirleri veya politikalarini bozucu
bir eylem olmasi durumunda

B. Bir giivenlik olayiyla dogrudan ya da dolayli olarak
algilanabilecek bir durum olmasi halinde

C. Biiyilik bir ihmal olmasi veya aym ihlalin tekrarlanmasi
hallerinde.

7.Bilgi Varliklarimin Siniflandirilmasi
7.1 Siiflandirmanin Konusu ve Dongiisii

A. Ekibin (departmanin) giivenlik midirii Sirketin mal
varliklarimin ~ simiflandirilma  standardini  anlar.  Ekibin
(departmanin) giivenlik miidiirii bilgiyi (dokiimani) s6z konusu
standartlara dayanarak siniflandirmak i¢in bilgiyi olusturan (bir
dokiiman hazirlayan kisiyi) kisiyi fark eder ve kontrol eder.

B. Bir c¢alisan, siniflandirma standartlarina dayali olarak bir
dokiimani smiflandirmak ve Sirketin giivenlik politikalarina
uyum saglamak adma, siniflandirma standartlarmi bilir ve
dokiimanlar1 her zaman simiflandirilmis bir sekilde tutar.

C. Bir ekibin igerisindeki gorevlerin degismesi durumunda,
ekibin  (departmanin) giivenlik personeli  siniflandirma
standartlarini s6z konusu degisiklikler bakimindan iki haftadan
gee olmayacak sekilde inceler ve diizenler. Ekibin icerisinde
gorev degisikligi olmasa bile, ekibin (departmanin) giivenlik
personeli siniflandirma standartlarini alti ayda bir diizenli olarak
inceler ve diizenler.

D. Siniflandirilan bilgi varliklar bir yonetici, varlik numarasi,
saklama yeri, vb. bilgilerin de eklenmesiyle yonetilir.

6.3.2. Major Violation

A major violation shall be referred to the Disciplinary Action
Committee and punished by warning or more.

A.ln case of an act to intentionally circumvent security
regulations, procedures or policies

B.In case of a matter that is recognized to be directly or indirectly
related to a security incident

C.In case of gross negligence or the same violation has been
repeatedly pointed out.

7.Classification of Information Assets
7.1 Subject and Cycle of Classification

A.A security manager of team (department) shall understand the
property classification standards of the Company. The security
manager of team (department) shall notice and check for the
person who generates information (a person who prepares a
document) to classify the information (document) on the basis of
the said standards.

B.An employee shall recognize the classification standards and
manage documents in a classified state at all times in order to
classify a document that is being prepared based on the
classification standards and to comply with security policies of
the Company.

C.In case of the changes of duties within a team, security staff of
team (department) shall review and adjust the classification
standards no later than two weeks from the said changes. Even if
there is no changes of duties within a team, security staff of team
(department) shall regularly review and adjust the classification
standards once per six months.

D.The classified information assets shall be managed by
attaching an index which may identify an administrator, property
number, storage location, etc.
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7.2 Bilgi Varhklarinin Béliimleri

A. Bilgi varliklart “Sur”, “Kisith” ve “”’Halka Agik” olarak
boliimlere ayrilir.

B. "Sir" veya "Kisith" bilgiler Sirketin ticari sirlar1 ve "B6lim 8
Ticari Sirlar1 Yonetme Standartlar1” olarak ikiye ayrilir ve ilgili
hiikiimlere uyulur. “Halka Ag¢ik” dokiiman yonetilen konudan
cikartlir.

C. "Kisith" bilgi tiim ¢alisanlarin kullanabilecegi veriler
anlamina gelir ancak bunun disartya ¢ikmasi Sirkete zarar
verebilecek ya da zararli sonuglar getirebilecektir.

D. "Su" bilgileri gorevleri sadece ilgili olan c¢alisanlarin
kullanabilecegi veriler anlamma gelir ve bunlarin disartya
cikmasi Sirket i¢in 6nemli kayiplara, bir is planimnin birakilmast
ya da degismesi, i kayiplar1 vb. sebep olabilir.

E. "Halka A¢ik" bilgiler digariya ¢ikmasi ya da verilmesi 6nemli
bir soruna sebep olmayacak ve halka agik duyurular gibi
paylagim icin olusturulan veya Internet arastirmasiyla kolayca
erisim saglanabilecek vb. veriler anlamina gelir.

F. Bir calisanin hazirladig: tim dokiimanlar (sdzlesmesel iliski
kurulan kisi dahil olmak iizere) smiflandirilma 6ncesi “Kisithi”
olarak iglem goriir ve ilgili hiikkiimler uygulanir.

G. Bir giivenlik smifinin ek olarak tahsis edilmesi durumunda,
“cok gizli” seviyesi atanabilir ve CSO onayi ile kullanilabilir.

H. Disaridan gelen bir dokiimani siniflandirma standartlar
CSO’nun 6n onay1 ile olusturulur ve uygulanir.

7.3 Bilgi Varhklarinin Yonetimi

A. Kurumsal Giivenlik Departmant bilgi varliklarini
siniflandirmak i¢in, ekibin (departmanin) hazirlayabilecegi,
standartlar (sablon) olusturur.

B. Kurumsal Giivenlik Departmani ekip (departman) tarafindan
yilda birden fazla kere tutulan bir bilgi varlig1 listesi yapar ve
yonetir, ve etkinligini az ya da asir1 siniflandirma duurmlarini
kontrol ederek teyit eder.

7.2 Division of Information Assets

A.The information assets shall be divided into

"Restricted" and "Public."”

"Secret,"

B."Secret" or "Restricted" information shall be classified as trade
secrets of the Company and "Chapter 8. Standards to Manage
Trade Secrets" and related provisions shall be complied. "Public"
document will be excluded from the object to be managed.

C."Restricted" information refers to the data that all employees
may use but whose exposure to the outside is likely to cause
damages or bring about harmful consequences to the Company.

D."Secret" information refers to the data that only employees
whose duties are related to may use and whose exposure to the
outside is likely to cause substantial losses to the Company,
abandonment or amendment of a business plan thereof, business
losses, etc.

E."Public" information refers to the data whose exposure or
disclosure to the outside is not likely to cause any special problem
and which are generated for disclosure, such as public
announcement or which may be easily accessed through Internet
search, etc.

F.All documents that an employee (including a person in privity
of contract) prepares shall be treated as "Restricted” information
prior to classification thereof and related provisions shall be
complied.

G.In case a security class shall be additionally assigned, "top
secret" level may be assigned and used with the approval of the
CsO.

H.The standards to classify an outside document shall be
established and operated with a prior approval of the CSO.

7.3 Management of Information Assets

A.The Corporate Security Department shall provide the standards
(template) to classify information assets, which a team
(department) may prepare.

B.The Corporate Security Department shall collect and manage
information assets list that is apprehended by a team (department)
more than once a year and validate its effectiveness by checking
under or excess classification therein.
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8. Ticari Sir Yonetimi Standartlar:
8.1 Ticari Sirlarin Korunmasi ve Yonetimi

A. Asil bir ticari sir dokiimani hazirlanmasi sirasinda bir
seviyede igaretlenir ve orta derecede ya da bir kisim ticari sir
kullanan bir dokiiman da yine ayn1 yontemle yonetilir. Halihazira
bir giivenlik smift olmaksizin hazirlanan bir dokiiman ge¢mise
donik olarak siniflandirilir.

B. Basim1 alinmis olan ticari sirlarin beher sayfasina, kolayca
ayristirilmast admna, bir giivenlik sinifi isareti konur. Basimi
alman ticari sirlarin giivenlik sinift isareti koyulmamis olan
beher sayfasina bir miihiirle giivenlik sinifi isareti konur.

C. Basimi alinmus olan ticari sirlar agik bir yerde degil, kilitli bir
yerde dosyalanir. Ekibin (departmanin) giivenlik miidiiriiniin
belirleyecegi bir kisi basimi alinan ticari sirlar1 yonetir.

D. Basimi1 alinmis olan ticari sirlarin saklama siiresinin dolmasi
halinde, ticari sirlar tekrar eski konumuna gelmemeleri adina bu
siirenin sona erme tarihinden en ge¢ bir ay sonra yok edilir.
Ancak basimi alinmig bir ticari sirrin imhasinin ertelenmesinin
gerekli olmasi sartiyla, basimi alinmis olan ticari sir karardan
sonra saklanir ve erteleme siiresi giivenlik departmanin rapor
edilir.

E. Bir ticari sirrin galisanin kontrol edemeyecegi ¢op, ortak
konferans odasi vb. herhangi bir yerde birakilmasi durumunda,
s6z konusu ticari sirrin basimini alan personel ve kendisinin ekip
lideri i¢in giivenlik yonetmeligi ihlali islemi baglatilir.

8.2 Ticari Sirrin iletimi

A. Bir kiginin pozisyonundaki degisiklige bagli olarak ticari sirr1
elinde bulundurmasina gerek kalmazsa, s6z konusu kisi “Is Devir
Teslim Formu” doldurur ve elektronik dokiiman, basili
dokiiman, vb. tiim ticari sir tiirlerini devralan kisiye devreder.

B. Ekibin (departmanm) giivenlik miidiiri bir ticari sirrin
devralma / devretme prosedirlerine uygun olarak duzgun bir
sekilde iletilip iletilmedigini ve ticari sirr1 elinde bulunduran
kisinin ticari sirr1 imha edip etmedigini teyit eder.

8. Standards to Manage Trade Secrets
8.1Custody and Management of Trade Secrets

A.An original document of trade secret shall be marked with a
level at the time of its preparation and a document which uses an
intermediate or a part of trade secret shall be managed with the
same method. A document already prepared without a security
class shall be classified retroactively.

B.A security class shall be marked on each page of printed trade
secrets so as to be easily identified. A security class shall be
marked using a stamp on each page of the printed trade secretes
that is printed without it.

C.The printed trade secrets shall be filed not in an open place but
in a locked place. A person that the security manager of team
(department) designates shall manage the printed trade secrets.

D.In case a retention period of a printed trade secret expires, it
shall be destroyed so as not to be restored no later than one month
from the expiration date thereof. Provided, however, that it is
necessary to postpone the destruction of a printed trade secret, the
printed trade secret shall be stored after the purpose and the
period of postponement shall be reported to a security
department.

E.In case a trade secret is left in a place, such as trash can,
common conference room, etc., which an employee may not
control, an action for the violation of security regulations shall be
taken against a person who prints the trade secret and a team
leader thereof.

8.3 Transfer of Trade Secret

A.In case a person does not need to possess a trade secret due to
the change in position, the person shall prepare the "Work
Handover Form™ and hand over all types of trade secrets, such as
electronic document printed document, etc. to the person who
takes over.

B.A security manager of team (department) shall verify whether
a trade secret is appropriately transferred in accordance with
taking over / hand over procedures and whether a trade secret that
a person who hands over the trade secret possesses is destroyed.
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C. Ticari sir devrinin oldugu departmanm devredilen ticari
sirlarin bir kismini kullanmasi gerekirse, s6z konusu departman
s0z konusu ticari sirlar1 devreden ekibin (departmanin) giivenlik
miidiirtine kullanim amaci ve bir dosya listesini yazili olarak
rapor etmesi sonrasinda kullanabilir. Bir ticari sirrin
devredilecegi departman ticari sirr1 yazili bir rapor olmadan
elinde bulundurursa, sebeplerinden bagimsiz olarak giivenlik
ihlaliyle ilgili yonetmelige gore kasti bilgi edinme s6z konusu
olacagindan departman i¢in islem baslatilir.

8.3 Ticari Sirrin Dagitimi ve Disar1 Cikarilmasi

A. Isle direkt ya da dolayl olarak ilgili olmayan bir ticari sirrin
disar1 ¢ikmasi durumunda ya da bir devlet kurumunun ticari sirr1
talep etmesi durumunda, ticari sir CSO 6n onayr olmaksizin
disar1 ¢ikartilir.

B. Onceki maddede iletilen durumda, ticari sirr1 disar1 ¢ikartan
yer, disar1 ¢ikarma tarihi, disar1 ¢ikarma detaylar1 vb. Sirketin
hazirladig1 bir forma uygun olarak hazirlanir ve bu da ekibin
(departmanin) giivenlik miidiiriine rapor edilir ve alinan onayla
saklanir. Ancak, teknik verilerin (¢izimin) kabul edilecegi bir
sistem halihazirda gelistirilmigse, bir sistem kaydi ayri olan
kayitlarin yerine gecer.

C. Ticari sirlar1 disar1 ¢ikarma detaylart bunlarin iki yil ya da
daha fazla siire boyunca kolayca geri alinabilecegi bir durumda
saklanir ve yonetilir. Bir ticari surin icerde dagitimi
gerektiginde, ticari sir, ticari sirr1 elinde bulunduran (hazirlayan)
kisinin belirlenmesine dayali olarak Sirketin tanimladig:
koruyucu 6nlemlere uygun sekilde, sadece buna ihtiyact olan
kisiye verilir.

D. Bir kisi kendi hazirlamadigi ticari sirr1 dagitmaz ya da disari
¢ikarmaz. S6z konusu kisi ticari sirrin dagitimi ya da disart
c¢ikarilmasi i¢in hazirlayan kisiden onay ya da talebini alir.

8.4 Ticari Sirlarin imhast

A. Elektronik dokiiman halinde ya da bu sekilde bir kopyasi olan
bir ticari sir Sirket’in belirledigi bir yazilim kullanilarak geri
doniilmez bir sekilde imha edilir.

B. Elektronik dokiiman formati disinda bir formatta olan bir
ticari sir bir kagit imha makinesi kullanilarak tamamen ve
tanimlanamaz bir sekilde imha edilir. Bir ¢alisanin kullandig1 bir
kagit imha makinesi kurulu degilse, CSO farkli imha
prosediirleri belirler ve uygulanmasini saglar.

C. Elektronik dokiiman imhas i¢in bir yazilim belirlenmemesi
ya da bildirilmemesi durumunda, CSO imhadan sorumlu olacak
kisidir.

C.In case a department in which a trade secret is transferred needs
to use a part of the transferred trade secrets, the said department
may use the said trade secrets after it has reported its purpose of
use and a file list to the transferring security manager of team
(department) in writing. In case a department to which a trade
secret is transferred possesses the trade secret without a written
report, an action shall be taken against the department as an
intentional information acquisition in accordance with the
regulations related to security violation irrespective of the causes.

8.3 Distribution and Taking Out of Trade Secret

A.In case a trade secret shall be taken out to a place which is not
directly or indirectly related its business or a governmental
institution requests a trade secret, the trade secret shall be taken
out with a prior approval of the CSO.

B.In case of the former case, the place that takes out a trade secret,
date of taking out, details of taking out, etc., shall be prepared in
accordance with a form that the Company prescribes, which is
reported to a security manager of team (department), and stored
with an approval thereof. However, in case a system to distribute
/ accept the technical data (drawing) is already developed, a
system log will substitute the separate records.

C.The details of taking out the trade secrets shall be stored and
managed in a state in which they can be easily retrieved for two
years or more. In case a trade secret shall be distributed internally,
the trade secret shall be distributed only to a person who needs
the trade secret in accordance with the protective measures that
the Company defines based on determination of a person who
possesses (prepares) the trade secret.

D.A person may not distribute or take out a trade secret that he or
she does not prepare. The said person shall get an approval or
request for the distribution or the taking out of the trade secret
from a person who prepares.

8.4 Destruction of Trade Secrets

A.A trade secret in a form of an electronic document and a copy
thereof shall be irrecoverably destroyed using a software that the
Company defines.

B.A trade secret in a form other than an electronic document shall
be utterly and unidentifiably destroyed using a paper shredder. In
case a paper shredder that an employee may use is not installed,
the CSO shall establish and operate separate destruction
procedures.

C.In case a software for electronic document destruction is not
designated or notified, the CSO shall bear responsibility for the
destruction thereof.
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9. Uyum

A. Giivenlikle alakali kanun maddelerinin revize edilmesi ya da
bir misteri sirketinin giivenlik yonetmeliginde degisiklik
yapilmasi durumunda, Kurumsal Giivenlik Miidiirii, Kurumsal
Giivenlik Personelinden bunun i¢ yonetmelikler, prosediirler ve
politikalar iizerinde yarattig1 etkiyi incelemesini ve gerekirse i¢
yonetmelikler, prosediirler ve politikalari revize etmesini talep
eder.

B. Revizyonun gerekmedigi kanaatine varilmasi durumunda,
inceleme detaylar1 yazili hale getirilir.

C. CSO kanun maddeleri, miisteri sirketin politikalari vb. yapilan
revizyonlar1 i¢ yonetmeliklerin revizyonuyla beraber resmi bir
bildiri kanaliyla ya da duyuru panosunda konuya yer vererek
duyurur. Gerekirse, CSO ayr1 bir egitim planlamasi yapar.

D. Teknik giivenlik personeli sistem hasar gorebilirligini
periyodik olarak inceler ve i¢ yOnetmeliklerin ya da dis
kanunlarin ihlalinin s6z konusu olup olmadigini teyit eder. Bir
gelistirmenin gerekli olmasi durumunda, bunu Kurumsal
Giivenlik Miidiiri ve CSO’ya rapor eder ve dnlem alir.

10.Giivenlik Denetimleri

10.1 Amag

Giivenlik denetimlerinin amaci olasi bilgi giivenligi ihlali riskini
ve s0z konusu ihlal dolayisiyla olusabilecek zararlari, Sirket’in

belirledigi giivenlik kontroliiniin diizgiin bir sekilde uygulanip
uygulanmadigini teyit ederek, en aza indirgemektir.

10.2 Uygulama Konusu ve Dongiisii

A. CSO giivenlik denetimlerini 6nceden yapilan plana gore
uygular ve Kurumsal Giivenlik Miidiirii CSO onay1yla giivenlik
denetimlerini ger¢eklestirecek bir ¢alisan atar.

B. Giivenlik denetimleri ¢eyrekler bazinda diizenlenir.

C. Giivenlik denetimleri esas olarak bir c¢alisanin rutin olarak
uygulamasi gereken durumlar i¢in diizenlenir.

D. Yukarida belirtilenden ayri olan giivenlik denetimleri
asagidaki kosullarda diizenlenebilir:

D-a) CSO’nun gerekli gérmesi durumunda;

D-b) Bir giivenlik olaymin olmasi ya da olma ihtimali olmasi
halinde;

9. Compliance

A. In case where security related laws are revised or the security
regulations of a client company are altered, the Corporate
Security Manager shall request the Corporate Security Staff to
review effect thereof on internal regulations, procedures and
policies and, if necessary, revise internal regulations, procedures
and policies.

B. In case it is determined that the revision is not necessary, the
details of the review shall be maintained in writing.

C. The CSO shall announce the revisions of laws, policies of the
client company, etc., with the revision of internal regulations
through an official notice or by posting it on the bulletin board. If
necessary, the CSO shall implement a separate training.

D. Technical security staff shall examine the system vulnerability
periodically and verify whether there is a violation of internal
regulations or external laws. If an improvement is necessary, he
or she shall report such facts to the Corporate Security Manager
and the CSO and take measures.

10.Security Inspections

10.1 Purpose

The objective of security inspections is to minimize the risk of
potential information security intrusion and the damages caused
by the said intrusion by verifying whether the security control
that the Company prescribes is properly implemented.

10.2 Subject and Cycle of Implementation

A.The CSO shall implement the security inspections in
accordance with a prearranged plan and the Corporate Security
Manager shall nominate an employee to implement the security
inspections with the approval of the CSO.

B.The security inspections shall be implemented quarterly.

C.The security inspections shall be implemented mainly for
matters that an employee shall comply with routinely.

D.The separate security inspections other than those specified
above may be implemented under the following circumstances:

D-a)lIn case the CSO acknowledges as necessary;

D-b)In case a security incident occurs or is likely to occur;
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10.3 Giivenlik Denetimlerinin Amaci

Giivenlik denetimleri 1.2 Uygulama Kapsami bdliimiinde
belirtilen kapsamda uygulanabilir.

10.4 Giivenlik Denetimleri Uygulamasi

A. Bir ¢alisan giivenlik denetimi talebini sebepsiz yere ertelemez
ya da reddetmez. Bir ¢alisan, sadece CSO’ya Oniine gegilemez
durumlar1 yazili olarak rapor ettiginde ve CSO da bu ayarlamay1
onayladiginda, zaman planlamasini yapabilir.

B. Giivenlik denetiminin tamamlanmasi halinde, Kurumsal
Giivenlik Miidiirii sonuglarimi CSO’ya bildirir. Onemsiz bir
ihlalle ilgili olarak Kurumsal Guvenlik Mudird bir ekibin
(departmanin) giivenlik miidiiriinden bunun diizeltilmesini talep
eder.

C. Ekibin (departmanin) giivenlik miidiirii talep edilen diizeltme
islemiyle ilgili tedbir yontemi / planin1 Kurumsal Giivenlik
Miudurine tekrarlar ve plana uygun olarak diizeltme 6nlemlerini
tamamlar ve tamamlanmasini takiben Kurumsal Giivenlik
Miudiriine bilgi verir. Onlemler talep edilmesinden sonra en geg
dort hafta icerisinde tamamlanir. Kurumsal Giivenlik Miidiirii
dort haftadan fazla siirecegini belirlerse, bunu ayrica CSO’ya
Kurumsal Giivenlik Personeli Uizerinden rapor eder.

D. Kurumsal Giivenlik Miidiirii bir ekibin (departmanin) talep
ettigi diizeltmelerin tamamlandigini teyit ederse, diizeltmelerin
tamamlandigimi CSO’ya rapor eder. Ancak bu gelistirmelerin
tamamlandigmin  rapor edilmesi gilivenlik  denetiminin
tamamlanmasindan en ge¢ 30 giin sonra yapilmig olacaktir. Eki
(departman) dort hafta icerisinde s6z konusu tamamlanma
islemini bildiremezse, bu “aksiyonsuz” olarak kabul edilir.

E. Kurumsal Guvenlik Maudirinun givenlik  denetimi
sonucunda 6nemli bir ihlal belirlemesi durumunda, bunu
CSO’ya rapor eder ve Sirket yonetmeliginde agiklanan
prosediirlere gore aksiyon alir.

10.3 Object of Security Inspections

The security inspections may be implemented for a scope that is
prescribed 1.2 Scope of Application herein.

10.4 Implementation of Security Inspections

A.An employee shall not postpone or refuse to security
inspection request without a just cause. An employee may adjust

schedules only if he or she reports unavoidable circumstances to
the CSO in writing and the CSO approves the said adjustment.

B.In case a security inspection is completed, the Corporate
Security Manager shall report its results to the CSO. With respect
to a minor violation, the Corporate Security Manager shall
request its improvement from a security manager of team
(department).

C.A security manager of team (department) shall replay to a
method / schedule of measures with respect to the requested
improvement to the Corporate Security Manager and complete
the improvement measures by taking measures in accordance
with the plan and notifying the Corporate Security Manager of its
completion. The measures shall be completed no later than four
weeks from the date of request. If the Corporate Security
Manager determines that it will take more than the said four
weeks, he or she shall separately report such facts to the CSO
through the Corporate Security Staff

D.In case the Corporate Security Manager verifies the completion
of improvements that a team (department) requests, he or she
shall report the completion of improvements to the CSO.
However, the said report of improvement completion shall be
reported no later than 30 days from the completion date of the
security inspection. The team (department) that fails to notify the
completion no later than four weeks shall be handled as "no
action."

E.In case where the Corporate Security Manager determines as a
major violation through a security inspection, he or she shall
report such facts to the CSO and take actions in accordance with
the procedures prescribed in the regulations of the Company.
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F. Tiim giivenlik denetimlerinin sonuglari ve ihlal edenlere karsi
olan aksiyonlar ii¢ y1l boyunca ya da daha fazla siire muhafaza
edilir.

G. Bir giivenlik denetiminin uygulanmamas: veya onemli bir
ihlale kars1 aksiyon alinmasimm ihlali halinde, CSO buradaki
sorumlulugu iistlenir ve bu tgr durumlar giivenlik denetimleri /
Miisteri olan bir sirketin denetimi icin dezavantaj olarak not
edilir.

Fiziki Glvenlik
11. Koruma Alam Tahsisi

A. “Koruma alan1” sir korumasinin gerekli oldugu alan anlamina
gelmektedir. Koruma alani “sinirlt alan” ve “kisitli alan” olarak
smiflandirilir ve ayrica koruma alaninin detayli bir sekilde
yonetimi i¢in “is yeri alan1” olarak da siniflandirilabilir.

B. Sinirli Alan: Giivenlik i¢in 6nemli olan bir alan ya da sadece
orada ikamet eden bir calisanin erigimine izin verilen alan.
Yetkisi olmayan birinin girisinin engellenmesi adina sinirh
alanin yonlendirmesinin olmasi gerekir.

C. Kusitlt Alan: Asir1 derecede 6nemli olan bir alandir ve yetkisi
olmayan kisinin girisi yasaktir. Yetkisiz bir kisi sadece
yonetimden olan bir kisinin 6n onayiyla kisitl alana giris
saglayabilir.

D. Is Yeri Alant: Sir olan, kritik derece 6nemi olan tesisleri,
materyalleri, 6nemli dokiimanlar1 vb. korumak adina genel bir
ziyaret¢i ilizerinden goézetimin gerekli oldugu alandir. Bir
ziyaretci ayri bir onay olmadan is yeri alanina girebilse bile, is
yeri alan1 Sirket’in giivenlik yonetiminin kapsamindadir.

Tesis Bina Yapisi : Tesis binas1 39500 metrekare arsa iizerine
14830 metrekare alan seklinde etrafi 2,5 metre yiiksekligindeki
citlerle gevrili, giris kapisi giivenlik kontroliinde olan g¢elik
konstrikksiyon ~ yapidan  olugmaktadir.  Kagak  girisleri
engelleyecek tiirde dayanikli malzemeden insa edilmistir.

F.The results of all security inspections and actions against
violators shall be maintained three years or more.

G.In case where a security inspection is not implemented or an
action against a major violation is neglected, the CSO shall bear
responsibility therefor and such facts may be the grounds for
disadvantages in security inspections / audit of a client company.

Physical Security
11. Institution of Protection Area

A.“Protected area” means the area where the protection of secrets
is required. The protected area is classified as “restricted area”
and “restricted area” and can also be classified as “workplace
area” for detailed management of the protected area.

B.Restricted Area: An area that is important for security or an
area that is only allowed to an employee residing there. The
restricted area must have a direction to prevent unauthorized
access.

C.Restricted Area: An area that is extremely important and
unauthorized access is prohibited. An unauthorized person can
only enter the restricted area with the prior approval of a
management person.

D.Workplace Area: An area where surveillance is required over
a general visitor to protect secret, critically important facilities,
materials, important documents, etc. Even if a visitor can enter
the workplace area without separate approval, the workplace area
is within the scope of the Company's security management.
Facility Building Structure: The facility building is built on a
39,500 square meter land with an area of 14,830 square meters,
surrounded by 2.5 meter thick fences, and consists of a steel
construction structure with a security-controlled entrance gate
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E. Ziyaretci Girisinin Takibi ve izlenmesi

Gelen ziyaretginin giivenlik personeli tarafindan kaydi
yapildiktan sonra gegici ziyaretci kart1 verilir. Gegici ziyaretgi
karti ile ziyaret¢inin girebilecegi alanlar kisitlandirilir, yalnizca
ilgili alanlar i¢in giris izni karta tanimlanir.

Ziyaretcilerin, fabrikanin farkli katlarma giris-¢ikislari giivenlik
sistemi tarafindan izlenir. Ziyaretgilerin hangi alanlara ve katlara
erisim sagladig1, Insan Kaynaklar1 departmani tarafindan kontrol
edilir.

Ziyaretcilerin katlara giriglerini kontrol etmek amaciyla, fabrika
ofislerinde kartli gecis sistemleri kullanilir. Bu sistemler,
ziyaretgilerin  belirli bdolgelere gegis yaparken, giivenlik
sistemleri araciligiyla erisim iznini denetler.

11.1 Koruma Alanimin Belirlenmesi

A\ Is yeri giivenlik miidiirii sir koruma durumunun 6nemine bagl
olarak koruma alanini belirler.

B. Ticari sirlarin ve Sirket’in mal varliklarinin korunmasi adina
ziyaretcinin sinirli olarak erisimi olan bir alan smurli alan vb.

olarak belirlenir. Bir c¢alisan ve bir ziyaretci bu alana
prosediirlere  goére onay almalari sonrasinda erisim
saglayacaklardir.

C. Yetkisiz bir kisinin koruma alanma erigimini engellemek
adma bir denetim ekipmani kurulur ve koruyucu aksiyon alinir.
Erisim kayitlari muhafaza edilir.

D. Sir korumasi i¢in bir g¢alisanin erisiminin denetlenmesi
gereken bir alan Kisith Alan olarak belirlenir. Resim ¢ekmek ve
yetkisiz bir ¢aliganin erigimi yasaktir.

E. Fiziki giivenlik personeli ekibin (departmanin) giivenlik
miidiiriniin goriisiini alarak kisitli alani tahsis eder, bu durumu
Kurumsal Giivenlik Miidiiriine rapor eder ve Kisitli alanin
belirlenmesini saglar.

F. Stipheli Durumun Tespiti: Yetkisiz giristen siiphelenilen kisi
veya tagitlar tespit edilir. Siipheli davraniglarda bulunan kisiler
ya da normalden farkli hareket eden tasitlar1 dikkatle izlenir.
Ormegin, araglarin park yeri disma park etmesi veya kisilerin
giivenlik alanlarina izinsiz yaklagmasi gibi.

E. Monitoring and Tracking of Visitor Entry

After the visitor is registered by the security personnel, a
temporary visitor card is given

Visitors' entrances and exits to different floors of the factory are
monitored by the security system. The Human Resources
department controls which areas and floors visitors have access
to.

Card pass systems are used in the factory offices to control
visitors' entrances to floors. These systems monitor visitors'
access permissions through security systems as they pass through
certain areas.

11.1 Definition of Protection Area
A.A business location security manager shall designate a
protection area based on the importance of secret protection.

B.An area to which an access of a visitor shall be limited to
protect the trade secrets and the properties of the Company shall
be designated as a limited area, etc. An employee and a visitor
shall access thereto after receiving an approval in accordance
with the procedures.

C.A control equipment shall be installed and a protective action
shall be performed to prevent an unauthorized person from
accessing to the protection area. Access records shall be
maintained.

D.An area to which an access of an employee needs to be
controlled for secret protection shall be designated as the
Restricted Area. Taking pictures and access of an unauthorized
employee shall be prohibited.

E.Physical security staff shall institute the restricted area by
collecting the opinion of the security manager of team
(department), report such facts to the Corporate Security
Manager, and implement the designation of the Restricted Area.

F. Detection of Suspicious Situation: Persons or vehicles
suspected of unauthorized entry are detected. Persons behaving
suspiciously or vehicles behaving differently than usual are
carefully monitored. For example, vehicles parking outside
parking areas or people approaching security areas without
permission.
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G. Ihbarin Yapilmasi: Siipheli kisi veya tasit tespit edildikten
sonra, durum aninda giivenlik merkezine bildirilir. Bu bildirim,
telefon araciligi ile duyuru panolarinda bulunan siipheli durum
ihbar1 +90 262 310 10 87 numarasina yapilir.

H. ihbarin kayda alinmasi: Ihbar edilen kisinin veya tasitin
detaylart (kimlik bilgileri, ara¢ plaka numarasi, silipheli
hareketler, saat ve yer gibi) kayda alimir. Bu bilgiler, ileride
yapilacak sorusturmalar i¢in kullanilabilir.

I. Fiziksel Giivenlik Onlemleri:

Fiziksel giivenlik 6nlemleri dig sinirlarin kapsamli bir sekilde
korunmasi, izinsiz giris ve ¢ikislarin engellenmesi amaciyla
tasarlanmigtir.

Tesisin dig sinirinin giivenligi beton iizerinde bulunan ¢it, giris
ve ¢ikiglarda bulunan bariyer ve siirgiilii demir kap1, kapali devre
kamera sistemi ile saglanmaktadir.

Citler ve Bariyerler: Tesisin dis simnirlar1 ¢evresinde yiiksek
guivenlikli beton duvar tzerinde gitler bulunur.

Giivenlik Kapilari: Giris ve ¢ikislarin kontrollii bir sekilde
yapilabilmesi saglayan gilivenlik kapilari, turnikeler, agilir
kapanir bariyer ve siirgiilii demir kapilar bulunur.

I. Fiziksel Giivenlik Onlemleri ve Kontrolii

Tesisin dis sinirlart gevresinde yer alan ¢itler, duvarlar veya
bariyerler izlenir ve herhangi bir hasar, zayif nokta veya asinma
tespit edilirse hemen tesis bakim personelleri tarafindan onarilir.

Giivenlik personeli, giinliik olarak diizenli araliklarla (fabrikanin
tatil gunlerinde yemek saatleri hari¢ saatte bir olarak toplamda
21 defa, tatil olmayan giinlerde 21.00-05.00 saatleri arasi 8 defa)
devriye gezerek ¢itlerin veya bariyerlerin saglamligin1 kontrol
eder. Guvenlik gorevlisi, belirlenen rotaya uygun olarak hareket
eder ve her kontrol noktast i¢in devriye kalemini ilgili etiket veya
sensore tutarak kaydeder. Bu iglem, gorevlilerin tiim noktalart
kontrol ettigini dogrular. Kalem okuma yaptiktan sonra, her
kontrol noktasmna ait veriler (zaman, tarih, konum) cihazin
belleginde saklanir. Bu veriler, giivenlik yoneticisi tarafindan
raporlama amaciyla kullanilabilir.

Aydinlatma ve giivenlik ekipmanlarmin bakimi ve kontrolii tesis
bakim personelleri tarafindan elle ve gozle, olgli aletleri ile
kontrol edilerek yapilmaktadir. Bakim isleri aylik periyotlar
halinde diizenlenir ve yapildiktan sonra form tutulur.

G.Reporting: After the suspicious person or vehicle is detected,
the situation is immediately reported to the security center. This
notification is made via telephone to the suspicious situation
report number on the bulletin boards at +90 262 310 10 87.

H.Recording the report: Details of the person or vehicle reported
(such as identity information, vehicle license plate number,
suspicious movements, time and location) are recorded. This
information can be used for future investigations.

I. Physical Security Measures:

Physical security measures are designed to prevent unauthorized
entry and exit in order to further protect the external borders.
The security of the outer border of the facility is provided by a
concrete fence, a barrier and sliding iron gate at the entrances and
exits, and a closed circuit camera system.

Fences and Barriers: There are fences on the high-security
concrete wall around the external borders of the facility.

Security Gates: There are security gates, turnstiles, retractable
barriers and sliding iron gates that allow controlled entry and exit.

i. Physical Security Measures and Control

Fences, walls or barriers located around the outer boundaries of
the facility are monitored by cameras and if any damage,
weakness or wear is detected, they are repaired immediately by
facility team members.

Security personnel patrol regularly and check the integrity of the
fences or barriers. (Total of 21 times a day, excluding meal times
on holidays, and 8 times a day between 21:00-05:00 outside of
holidays.) The security officer moves in accordance with the
determined route and records each checkpoint by holding the
patrol pen to the relevant tag or sensor. This process confirms that
the officers have checked all points. After the pen reads, the data
(time, date, location) of each checkpoint is stored in the device's
memory. This data can be used by the security manager for
reporting purposes

Maintenance and control of lighting and security equipment is
carried out by facility maintenance personnel through manual and
visual inspection. Maintenance work is organized in monthly
periods and a form is kept after completion.
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Aydinlatma ve giivenlik ekipmanlarinin kontrolii sonrasi ariza
veya olumsuz bir durum ile karsilagilmasi durumunda ariza
bildirim formu tutularak tesis bakim personellerine konu ile ilgili
bilgi verilir. Tamir islemi tesis bakim personellerince
gerceklestirilecek olup islemin zaman alacak olmasi halinde
arizali ekipman elde siirekli yedek tutulan ekipman ile degistirilir.
Gerekli goriildiigii takdirde arizali ekipmanm oldugu bolgede
giivenligin  arttirllmast  amaciyla  giivenlik  personeli
gorevlendirilir,

11.2 Koruma Alaninin Isaretlemesi

A. Koruma alani isaretlemesi, koruma alanina giris yapilmasi
esnasinda kolay bir sekilde taninabilmesi adina, giris kapisinin
merkezine ya da diiz bir yere yapilir.

B. Koruma alam1 Tesis Korumasi ve Erisim Denetimi
Yonergelerindeki Madde 3.3.2ye gore isaretlenir.

11.3 Koruma Alanmnin ihlali

1. ihlalin Tespiti

Dis sinirda meydana gelen herhangi bir ihlal, giivenlik sistemleri
(kameralar, sensorler, devriye kalemi, vb.) araciligiyla tespit
edilir. Ayrica, giivenlik gorevlilerinin devriye sirasinda gozlem
yaparak fark ettigi durumlar da ihlal olarak kaydedilir.

2. ihlal Durumunda ilk Miidahale

Ihlal tespit edildikten sonra, giivenlik personeli hemen durumu
degerlendirmek ve miidahale etmek i¢in harekete gecer.

ihlalin Yeri ve Tiirii: Ihlalin gerceklestigi alan belirlenir
(6rnegin, ¢itin astlmasi, kapmin izinsiz agilmasi). Olaym tiirii
(kotii niyetli girig, hirsizlik, vandalizm vb.) tanimlanir.
Mudabhale i¢in Guvenlik Ekibi: Glivenlik gdrevlisi, belirli acil
miidahale prosediirlerine uygun olarak, olay yerine en yakin
givenlik ekibini yonlendirir. Acil durumlarda guvenlik
personelinin hizli miidahale etmesi dnemlidir.

3. Acil Durum Plani ve Yardim Cagrisi

Ihlalin biiyiikliigiine gore, onceden belirlenmis acil durum plani
devreye sokulur. Eger dis sinir ihlali, yiiksek tehdit seviyesine
sahipse (6rnegin, silahli saldirt veya terdr saldirisi), giivenlik
ekibi ve yerel kolluk kuvvetleri ile iletisim kurulur.

fhlal durumu, tesisin yéneticilerine ve yerel giivenlik giiglerine
(polis, jandarma) hemen bildirilir.

fhlal durumunun biiyiikliigiine gore, i¢ giivenlik ekiplerinin ve
kolluk kuvvetlerinin koordinasyonu saglanir.

Tehdit altindaki alanlar tahliye edilir veya gegici olarak giivenlik
onlemleri artirilir (6rnegin, alanin kapatilmasi, yol blokajlar1).

If a malfunction or negative situation is encountered after the
control of lighting and security equipment, a malfunction
notification form is kept and the facility maintenance personnel
are informed about the issue. If the repair process will take a long
time, it is replaced with a spare equipment that is always kept on
hand.

11.2 Marking of the Protection Area

A. The protection area marking is made at the center of the
entrance gate or on a flat area so that it can be easily recognized
when entering the protection area.

B. The protection area is marked in accordance with Article 3.3.2
of the Facility Protection and Access Control Directives.

11.3 Violation of the Protection Area

1. Detection of Violation

Any violation occurring at the outer border is detected by security
systems (cameras, sensors, patrol pens, etc.). In addition,
situations noticed by security officers during patrols are also
recorded as violations.

2. First Response in the Event of a Violation

After a violation is detected, security personnel immediately take
action to assess and intervene.

Location and Type of Violation: The area where the violation
occurred is determined (e.g., breaching a fence, opening a gate
without permission). The type of incident (malicious entry, theft,
vandalism, etc.) is defined.

Security Team for Response: The security officer directs the
nearest security team to the scene in accordance with specific
emergency response procedures. In emergencies, it is important
for security personnel to intervene quickly.

3. Emergency Plan and Call for Help

A predetermined emergency plan is activated according to the
magnitude of the breach. If the external border breach has a high
threat level (for example, an armed attack or a terrorist attack), the
security team and local law enforcement are contacted.

The breach is immediately reported to the facility managers and
local security forces (police, gendarmerie).

Depending on the magnitude of the breach, coordination of
internal security teams and law enforcement is ensured.

The threatened areas are evacuated or security measures are
temporarily increased (for example, closing the area, road
blockades).
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4. ihlalin Belgelendirilmesi

Thlalin tespit edildigi zaman, yeri, tiirli, giivenlik sistemlerinin
verdigi uyarilar, devriye raporlart ve giivenlik personelinin
midahale slreci idari isler c¢alisani tarafindan raporlanir ve
kaydedilir.

CCTV kameralarindan alinan goriintiiler, sensorlerden alinan
veriler ve diger dijital kayitlar saklanir. Bu veriler, ihlalin
dogrulugunu kanitlamak i¢in kullanilabilir.

Giivenlik ekibi, ihlal durumu hakkinda bir tutanak hazirlar. Bu
tutanak, tesisin guvenlik yonetimi ve ilgili yetkili birimlere
iletilir.

5. Giivenlik Onlemlerinin Artiriimasi

Tesis genelinde yasanan herhangi bir ihlal sonrasinda, tespit ve
miidahale raporlamalari incelenerek ihlalin tekrarlanmamasi igin
alimmasi gereken onlemler belirlenir. Alinacak yeni dnlemler
veya gelistirilmesi gereken hususlar iizerine ¢aligmalar ivedilikle
baglatilir.

CCTV cihazlarinin giincellenmesi saglanir. Ornegin, kamera
acilar1 degistirilir.

Giivenlik personelinin  egitimi,
¢ikabilmeleri i¢in giincellenir.

yeni durumlarla basa

11.4 Erisim Denetimi

A. Bir ¢alisan calisma alanina ve siirli alana erigim saglayabilir.
Ayrica, bir ziyaret¢inin gerekli oldugunda Sirket’le ilgili is i¢in
ziyaret talebini, ziyaretciyi yonetebilecek / denetleyebilecek bir
departmandan talep eder.

B. Ziyaretgi beher giris kapisi ya da danisma masasina kimligini
birakip gegis hakk alarak erigim saglar.

C. Is iligkisi olan bir kisi ya da is yerine uzun siireli giris
saglayacak olan bir kisi sadece uzun siireli gegis izni aldiktan
sora erigim saglar. Gegis Izni Yonetimi

11.4.1.Cahsan Gegis izni
Sadece Sirket’in bir ¢alisant i¢in verilen gecis iznidir.

- Calisan Kimlik No: Biitiin ¢alisanlar i¢in olmasi zorunlu olan
bir kimlik numarasidir ve giris i¢in kullanilir.

Kimlik Dogrulama

Personelin tesisin kapilarindan giris yapabilmesi i¢in kimlik
dogrulamasi1 yapilir. Bu iglem, fiziksel kimlik belgeleri veya
dijital sistemler araciligiyla yapilabilir.

4. Documentation of the Breach

When a violation is detected, the time, place, type, warnings
given by security systems, patrol reports and the intervention
process of the security personnel are reported and recorded by the
administrative affairs. employee.Images from CCTV cameras,
data from sensors and other digital records are stored. This data
can be used to prove the accuracy of the breach.

The security team prepares a report about the breach. This report
is sent to the facility's security management and relevant
authorized units.

5. Increased Security Measures

After any violations throughout the facility, detection and
intervention reports are reviewed and precautions to be taken to
prevent the violation from recurring are determined. Studies on
new precautions to be taken or issues to be developed are initiated
immediately.

CCTV devices are updated. For example, camera angles are
changed.

The training of security personnel is updated so that they can cope
with new situations.

11.4 Access Control

A. An employee can access the work area and restricted area. In
addition, when a visitor is required for Company-related
business, he/she requests a visit from a department that can
manage/supervise the visitor.

B. The visitor gains access by leaving his/her ID at each entrance
door or information desk and obtaining a pass

C. A person with a business relationship or a person who will
enter the workplace for a long time can only access after
obtaining a long-term pass. Passage Permit Management

11.4.1. Employee Passage Permit: It is a pass granted only to an
employee of the Company

- Employee ID Number: It is an ID number that is mandatory for
all employees and is used for entry.

Identity Verification

Identity verification is performed for personnel to enter the
facility gates. This process can be done through physical identity
documents or digital systems.
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Karth Gegis Sistemi: Personel, kendilerine tahsis edilen giris
kartin1 kullanarak gegis yapar. Sistem, her gecisi kaydeder ve
yetkili olmayan kisilerin girisini engeller.

Biyometrik Kimlik Dogrulama: Parmak izi gibi biyometrik
dogrulama yontemleriyle giris yapilir. Bu yontemler, personelin
yetkisini dogrular.(CCR)

Fiziksel Kimlik Kontrolii: Ozellikle, dijital sistemlerin
calismadig1 veya olagan dis1 durumlarin yasandigt zamanlarda
giivenlik gorevlisi, personelin kimligini fiziksel olarak kontrol
eder.

Gegici Erisim Karti: Gegici Izin Karti olmayan veya kimlik
kart1 olmayan personele temin edilen karttir. Bu gegici kartlar
personelin yalnizca belirli bir siire i¢in tesisin belirli alanlarina
girisine izin verir. Giivenlik gorevlisi, kaybolan kartin yerine
gegecek gecici bir kart hazirlar, personelin kimligini verilen
bilgiler ile sistemden kontrol eder, sistemde bulunan bilgi ve
fotograflarla karsilagtirma yaparak personelin girisine izin verir.
Gegici kart, yalnizca belirli bir siire i¢in gecerlidir.

Guvenlik gorevlisi gecici kart ve personel icin manuel bir liste
tutar.

11.4.2. Ziyaretci Gegis Izni:
Bir ¢alisanin erigim yetkisi talep ettigi bir ziyaret¢i igin verilen
gegis iznidir.

- Giinlilk Ziyaret¢i Gegis Izni: Bir calisanin erisim yetkisi
talep ettigi, giiniibirlik olarak gelen bir ziyaretgi i¢in verilen
gecis iznidir.

- Uzun Dénem Ziyaretci Gegis Izni: Is sézlesmesi, alt tageron
vb. i¢in uzun siireli olan bir ziyaret¢iye sirket adini, ismi,
resmi ve giris siiresi lizerinde basili olan bir gegis izni verilir.

Mobis ¢alisan1 gelecek olan ziyaret¢i igin sistem tizerinden (SPS)
ziyaret talebinde bulunur. Talepte ziyaretin amaci, tarihi, saati ve
geldigi firma belirtilir. Ziyaretgi ulastiginda sistem iizerinden
talep kontrolii yapilir ve ilgili ¢alisana teyidi amaciyla ulasilir.

Ziyaretci ve canta vb. esyalart metal dedektoriinden gegerek
tesise girisi yapilir.Metal dedektori gibi cihazlarla tarama
yapildiktan sonra, hala sgiipheli bir durum varsa, giivenlik
gorevlisi tarafindan el ile arama yapilabilir. Ancak, el aramasi
yalnizca giivenlik gorevlisinin izni ile ve uygun sartlarda
gerceklestirilir. Bu tiir aramalar, ziyaretcinin onay1 ve saygili bir
sekilde yapilmalidir.

Card Pass System: Personnel pass using the entry card assigned
to them. The system records each passage and prevents
unauthorized persons from entering.

Biometric Identity Verification: Entry is made with biometric
verification methods such as fingerprints. These methods verify
the authority of the personnel. (CCR)

Physical Identity Control: Especially when digital systems do not
work or unusual situations occur, the security guard physically
checks the identity of the personnel.

Temporary Access Permit Card or personnel without an ID card
can obtain a temporary access card. These temporary cards only
allow the personnel to enter certain areas of the facility for a
certain period of time.

Temporary Access Card: The security guard prepares a
temporary card to replace the lost card and allows the personnel
to enter. The temporary card is only valid for a certain period of
time.

The security guard keeps a manual list for temporary cards and
personnel.

11.4.2.Visitor Pass:
It is a pass granted for a visitor to whom an employee requests
access authority

- Daily Visitor Pass: It is a pass granted for a visitor to whom
an employee requests access authority.

- Long-term Visitor Pass: A pass with the company name,
name, picture and entry period printed on it is granted to a
visitor with a long-term employment contract, subcontractor,
etc.

The Mobis employee requests a visit through the system (SPS)
for the upcoming visitor. The purpose, date, time and the
company the visitor came from are specified in the request.

After the visitor has passed through devices such as metal
detectors, if there is still a suspicious situation, a security guard
may perform a manual search. However, a manual search is only
performed with the permission of the security guard and under
appropriate conditions. Such searches must be performed with
the visitor's approval and in a respectful manner.

Page 29 of 45




HYUNDAI

MOBIS

MOBIS OTOMOTIV VE
MODUL SAN. VE TiC. A. S.

GUVENLIK YONETMELIGI

(SECURITY REGULATIONS)

KAYIT NO :
(REGD.NO)

REV.NO : 4
(REV.NO)

REV. TARIHI 02.05.2025
(REV.DATE)

Ziyaret¢i, giivenlik birimince kargilanir. Resmi kimlik (niifus
clizdani, ehliyet, pasaport vb.) ibraz edilir. Ziyaretciye "ziyaretgi
kart1" ve bununla birlikte bir brosiir verilir. Bu brosiirde
ziyaretginin uymasi gereken giivenlik kurallar1 belirlenmistir.
Ziyaret siiresince bu kart goriiniir sekilde takilir. Giivenlik birimi
sistem tizerinden ziyaret¢inin girisini yapar (check in). Glvenlik
birimi ilgili kisiye ya da departmana telefon ile haber verir ve
teyidini alir. Ziyaretgilerin yalnizca belirlenen alanlarda
bulunmasmna izin wverilir. Ziyaretci guvenlik Kkontrolleri
sonrasinda yalnizca ilgili oldugu alana yonlendirilir, ziyaret
edecegi calisan tarafindan karsilanana kadar giivenlik gorevlisi
ile gozle takip edilir. Ziyaret sona erdiginde giivenlik birimi gikis
islemini (check out) yapar. Ziyaret¢inin giris ¢ikis ve tesiste
kaldig: siire sistem {izerinden(SPS) kaydedilmis olur. Ziyaretgi
karti iade edilir.

11.4.3. Arac Gegis izni:
Is yerine giris yapan bir arag i¢in verilen gecis iznidir.

Tasitin tesis girisinde kayd1 yapilir. Giriste, tasitin kimlik, siirticti
ve irsaliye ile ilgili bilgiler toplanir.

Tasit Bilgilerinin Kaydi: Tagitin plaka numarasi, marka/modeli,
tipi (kamyon, tir, miniblis vb.), tasima tiirii (yiik, personel,
malzeme vb.) gibi bilgiler kaydedilir.

Siiriicii Kimligi: Siiriicliniin gegerli kimlik belgesi (kimlik karti,
ehliyet vb.) kontrol edilir ve kaydedilir.

Yik Tarama: Tasitin yiik kismi detayli bir sekilde kontrol edilir.
Ozellikle tehlikeli, yasakli veya siipheli —materyallerin
taginmadigia emin olunur.

Yol Haritas1 veya Yonlendirme: Tasitin belirli bir alana
yonlendirilmesi gerekiyorsa, guvenlik gorevlisi veya ilgili
personel tarafindan tasita bir yol haritast veya yonlendirme
bilgisi saglanir.

Calisan Arac1 Gecis Izni: Calisan araci fabrikanin disinda
bulunan otoparka yonlendirilir. Fabrika icerisine izin verilmez.

Ziyaretci Araci Gegis Izni: Ziyaretci arac1 fabrikanm disinda
bulunan otoparka ydnlendirilir. Park yeri ile ilgili dizenlemeler
giriste ziyaretgilere giivenlik birimi tarafindan aktarilir. Fabrika
icerisine izin verilmez.

Gegici Ara¢ Gegis izni: Onceden erisim izni alan bir ziyaretci
aracina verilen gegis iznidir. Bu giinliik bir ara¢ gecis izni ve
uzun donem arag¢ ge¢is izni olarak siniflandirilir.

The visitor is welcomed by the security unit. Official
identification (identity card, driver's license, passport etc.) is
presented. The visitor is given a "visitor's card" and a brochure
with it. The security rules that the visitor must follow are
specified in this brochure. This card is worn visibly during the
visit. The security unit checks in the visitor through the system.
The security unit notifies the relevant person or department by
phone and receives confirmation. Visitors are only allowed to be
in designated areas. When the visit is over, the security unit
checks out. The visitor's entry and exit and the duration of his/her
stay in the facility are recorded through the system (SPS). The
visitor card is returned.

11.4.3. Vehicle Passage Permit:
It is a passage permit given for a vehicle entering the workplace.

The vehicle is registered at the entrance of the facility. At the
entrance, information about the vehicle's identity, driver and
delivery note is collected.

Vehicle Information Recording: Information such as the vehicle's
license plate number, brand/model, type (truck, TIR, minibus,
etc.), type of transportation (load, personnel, material, etc.) are
recorded.

Driver Identity: The driver's valid identity document (ID card,
driver's license, etc.) is checked and recorded.

Load Scanning: The load section of the vehicle is checked in
detail. It is especially ensured that no dangerous, prohibited or
suspicious materials are carried.

Road Map or Direction: If the vehicle needs to be directed to a
specific area, a road map or direction information is provided to
the vehicle by the security guard or relevant personnel.

- Employee Vehicle Passage Permit: The employee vehicle is
directed to the parking lot outside the factory. No permission
inside the factory

-Visitor Vehicle Permit: Visitor vehicle is directed to the parking
lot outside the factory. No permission inside the factory. The
arrangements regarding the parking lot are conveyed to the
visitors by the security unit at the entrance.

-Temporary Vehicle Permit: This is a pass granted to a visitor
vehicle that has received prior access permission. This is
classified as a daily vehicle pass and a long-term vehicle pass.
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11.4.4 Fabrika Park Yeri

Fabrika park yeri ile ilgili kurallar, fabrika icindeki ve digindaki
ara¢ parkinin diizenli ve giivenli bir sekilde yapilmasini
saglamak amaciyla giivenlik personeli tarafindan kullanicilara
aciklanir. Bu kurallar, personel, ziyaretgiler, servis araglari ve
diger tasitlar icin belirli park alanlarinin ayrilmasi, diizenin
korunmasi ve giivenligin saglanmast i¢in gereklidir.

Personel Park Yeri : Personel i¢in park alanlari ayrilir ve bu
alanlar caligsanlarin  ve ziyaretgilerin  kullanimina sunulur.
Personel ve ziyaretgi park alanlari, giivenlik amaciyla fabrikanin
disina ve ana kapisina yakin yerlerde konumlandirilir.

Ziyaretci Park Yeri: Ziyaretgiler i¢in park alanlari ayrilir ve bu
alanlar c¢aliganlarin ve ziyaretgilerin kullanimina sunulur.
Fabrika girisine yakin bir yerde olur ve belirli siireler i¢in park
etmelerine izin verilir.

Servis Araglar1 Park Yeri: Fabrikada personel tasimaciliginda
kullanilan servis araglari i¢in 6zel park alanlari ayrilir. Bu araglar
sadece belirlenen alanlarda park edebilir.

Yiikleme/Bosaltma Park Alanlari: Yikleme ve bosaltma
yapan araglar i¢in de ayr1 bir park alani ayrilir. Bu alanlarda
araglar, malzeme transferi bitene kadar park edebilir. ithal ve
ihracat esyalarin1 tasimakta olan c¢zel tasitlarin yiikleme
/bogaltma ve depolama alanlarmin yakinlarina park etmenin
yasak olduguna dair isaret levhalar1 bulunmaktadir.

Park Alani Denetimleri: Giivenlik personeli, park alanlarinda
diizeni saglamak amaciyla CCTV ve fiziksel olarak diizenli
olarak kontroller yapar. Hatali park etme, park siiresi asimi gibi
durumlar tespit edildiginde gerekli uyarilir ilgili kisiye, ilgili
firmaya, ya da ilgili departmana yapilir.

12. Mal Kabulii / Cikis1 Denetimi
121 Denetimi yapilacak maddeler

Denetimi yapilacak maddeler genel varliklar ve bilgi varliklar
olarak smiflandirilir.

1.Denetimi Yapilacak Genel Varhk Maddeleri

- Uretim ve operasyon icin gerekli olan malzeme ve parca,
bitmis iiriin veya buna esdeger varliklar

- Giivenlik operasyonu departmani (ekibi) tarafindan segilen
diger genel varliklar

11.4.4 Factory Parking

The rules regarding the factory parking lot are explained to users
by the security personnel in order to ensure that the vehicle
parking inside and outside the factory is organized in an orderly
and safe manner. These rules are necessary to ensure that certain
parking areas are reserved for personnel, visitors, service vehicles
and other vehicles, to maintain order and ensure security.

Personnel Parking: Parking areas are reserved for personnel and
are offered to the use of employees and visitors. Personnel and
visitor parking areas are located outside the factory and close to
the main gate for security purposes.

Visitor Parking Area: Parking areas are allocated for visitors
and are offered to employees and visitors. It is located close to
the factory entrance and they are allowed to park for certain
periods of time.

Service Vehicles Parking Area: Special parking areas are
allocated for service vehicles used for personnel transportation in
the factory. These vehicles can only park in designated areas.

Loading/Unloading Parking Areas: A separate parking area is
also allocated for loading and unloading vehicles. Vehicles can
park in these areas until the material transfer is completed. Signs
indicating that parking is prohibited near loading/unloading and
storage areas of private vehicles are placed.

Parking Area Inspections: Security personnel regularly perform
CCTV and physical checks in order to maintain order in parking
areas. When situations such as incorrect parking or exceeding
parking time are detected, the necessary warnings are made to the
relevant person, relevant company or relevant department.

12. Goods Receiving/Exit Inspection

12.1 Items to be inspected

Items to be inspected are classified as general assets and
information assets.

1. General Asset Items to be Audited

- Materials and parts required for production and operation,
finished products or equivalent assets

- Other general assets selected by the security operations
department (team)
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2.Denetimi Yapilacak Bilgi Varhg Maddeleri

- Bilgisayar (cep telefonu dahil), sunucu, saklama araci vb.
veri isleme ve saklama cihaz1 veya esdeger varliklar

- Giivenlik operasyonu departmani (ekibi) tarafindan secilen
diger bilgi varliklar1

3.Diger detaylh maddelerle ilgili olarak giivenlik operasyonu
departmani (ekibi) denetimi zor olan detayli yonergeler belirlese
bile, giivenlik operasyonu departmani (ekibi) bunlari minimize
edecek sekilde siniflandiracaktir.

12.2 Kabul/Cikis islemlerinin Denetim ve Yénetimi

A. Sirket’in sahip oldugu ve olmadig: tiim kontrollii varliklarin
kabulii/¢cikisint ~ yonetebilecek bir departmanin  (ekibin)
onaylanmasi igin prosediirler yapilir.

B. Yetkisi olmayan bir ziyaret¢inin isle iligkisi olmayan
amaglarla bile mal kabuli veya c¢ikisi yapmasi halinde, bu
durumu onaylayan ¢alisan sorumlu tutulur.

C. Bir departman (ekip) varliklarin Kabul ve ¢ikis islemlerinin
onamasini yoOnetiyorsa ya da denetliyorsa bile, bir giivenlik
operasyonu departmanit (ekibi) giivenlik amaglarinin yerine
getirilmesini engelleyen varliklarin kabul/gikisin1 denetleyebilir.

D. Kargo Kategorileri

Ticari Kargolar: Fabrika adina gelen ticari kargolar, genellikle
igyeri malzemeleri, makineler veya hammaddelerdir. Fabrikaya
gelen kargo ilgili departmana haber verilir. Ara¢ malzeme teslim
edilecek alana yonlendirilir.

Kisisel Paketler : Kisisel paketler, ¢aliganlar tarafindan teslim
alman kargolardir ve genellikle kisisel kullanim igindir. Bu tiir
kargolarin teslimi, isyeri esyalarinin karigmamasi adina dikkatli
yapilir.

Kisisel kargolar ilgili kisiye bilgi verilir. Kisinin bilgisi dahilinde
giivenlik kapisinda teslim almir. Kisisel kargolarin fabrika
igerisine girigine izin verilmez.

2. Information Asset Items to be Audited

- Computer (including mobile phone), server, storage device,
etc. data processing and storage device or equivalent assets

- Other information assets selected by the security operations
department (team)

3.Even if the security operations department (team) determines
detailed instructions that are difficult to audit regarding other
detailed items, the security operations department (team) will
classify them in a way that minimizes them.

12.2 Supervision and Management of Acceptance/Exit
Procedures

A. Procedures are made for the approval of a department (team)
that can manage the acceptance/exit of all controlled assets
owned and not owned by the Company.

B. If an unauthorized visitor accepts or exits goods even for
purposes unrelated to work, the employee who approves this
situation is held responsible.

C. Even if a department (team) manages or supervises the
approval of the acceptance and exit of assets, a security
operations department (team) can supervise the acceptance/exit
of assets that prevent the fulfillment of security objectives.

D. Cargo Categories

Commercial Cargo: Commercial cargoes arriving on behalf of the
factory are usually workplace materials, machinery or raw
materials. The relevant department is notified of the cargo
arriving at the factory. The vehicle is directed to the area where
the material will be delivered.

Personal Packages: Personal packages are cargoes received by
employees and are generally for personal use. Delivery of such
cargo is done carefully in order not to mix workplace belongings.

Personal cargo is informed to the relevant person. It is received
at the security gate with the person's knowledge. Personal cargo
is not allowed to enter the factory.
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13. Kapah Devre Televizyon (CCTV) Operasyonu ve Tesis
Izleme

13.1  Temel ilkeler

A. Araglarin ve kisilerin girislerinin oldugu, yangm, hirsizlik
ihtimali olan alanlar ve smirlar her zaman giivenlik personeli
tarafindan kapali devre kamera sistemi araciligiyla izlenir ve 90
gtin stire ile kaydedilir.

B. Kritik (glivenlik) tesisler CCTV ile ve glvenlik personeli
tarafindan izlenir. Eger s6z konusu izleme is yerinin 6zelliklerine
gore uygulanabilir degilse, isimsiz bir gilivenlik sistemi de
kullanilabilir.

C. CCTV sistemi sadece giivenlik, yangin, hirsizlik, smir
kontroli vb. kesin ve gercek kaygilarin oldugu alanlara kurulur
ve kurulum amaglarina gore isletilir.

D. CCTV’nin kuruldugunu ve ¢alistigini gosteren bir bildiri ana
girig vb. diiz bir yere asilir (yapistirilir).

13.2 Yonetim Sorumlulugu

A. Fiziki glivenlik sorumlusu giivenlik personelinin yonetimi ve
calismasindan sorumludur. Bu gorevlerin emanet edilmesi
halinde, bir emanet sdzlesmesi gizliligin ilgili Kanun ve bagimli
yasalara uygun bir sekilde korunmasiyla ilgili konular1 inceler.
B. Kurumsal Guivenlik Muduri fiziki givenlik personelini
seyreder ve gozetler ve boylece sdz konusu personel is yeri
erisimi vb. i¢in toplanan kisisel bilgileri ve CCTV kanaliyla
toplanan goriintiileri kendi c¢ikarlar1 i¢in kullanmaz ya da
sizdirmaz.

13.3 Bilgi isleme

A. Saklama siiresi dolan herhangi bir kisisel bilgi (goriintii bilgisi
dahil) gecikmeksizin onarilamaz bir sekilde silinir.

B. Goriintii bilgilerini tutan (izleyen) yer sinirli alan, vb olarak
belirlenir ve buraya ilgili bir kiginin disinda baska birinin girisi
denetlenir.

C. Goriintii bilgileri CCTV  kurulumu disginda amaglarla
kullanilamaz ya da yetkisi olmayan bir kisiye verilmez
(gosterilmez). Ancak, bu verilerin kanunlar ve yonetmelikler
tarafindan saglandigi ya da okundugu veya bir bilgi
yoneticisinden talep edilmis olmasi sartiyla, CSO’dan 6n onay
almacaktir.

13. Closed Circuit Television (CCTV) Operation and Facility
Monitoring

13.1 Basic Principles

A. Areas and borders where vehicles and people enter, where
there is a risk of fire or theft are always monitored by security
personnel and recorded for 90 days.

B. Critical (security) facilities are monitored by CCTV and
security personnel. If such monitoring is not applicable according
to the characteristics of the workplace, an anonymous security
system can also be used.

C.CCTV system shall be installed only in areas where there are
definite and real concerns such as security, fire, theft, border
control, etc. and shall be operated in accordance with the
installation purposes.

D.A notice indicating that the CCTV has been installed and is
operating shall be hung (pasted) on a flat place such as the main
entrance, etc.

13.2 Management Responsibility

A.The physical security officer shall be responsible for the
management and operation of the security personnel. If these
duties are entrusted, an entrustment agreement shall examine the
issues related to the protection of confidentiality in accordance
with the relevant Law and dependent laws.

B.The Corporate Security Manager shall monitor and supervise
the physical security personnel so that the personnel in question
shall not use or leak the personal information collected for
workplace access, etc. and the images collected through the
CCTV channel for their own benefit.

13.3 Information Processing

A.Any personal information (including image information)
whose storage period has expired shall be irreparably deleted
without delay.

B. The place that holds (monitors) the image information is
determined as a restricted area, etc. and the access of anyone
other than the relevant person is controlled.

C. The image information cannot be used for purposes other than
the CCTYV installation or given (not shown) to an unauthorized
person. However, prior approval will be obtained from the CSO,
provided that this data is provided or read by laws and regulations
or requested from an information manager.
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14. is Siirekliligi Yonetimi

14.1 s Siirekliligi Yonetimi icin Giivenligin Prosediirlere
Yansitilmasi

A. Dogal afetler, yangin, ayaklanma vb. acil durumlar i¢in bir is
siirekliligi plani gelistirmek ve saglamak adina bir organizasyon
ve yonetim siireci tanimlanir.

B. Acil durumlar olmasi halinde bilgi sisteminin siirekli olarak
calismasi ve is durmasi olmasi halinde isin en kisa siirede
devaminin saglanmasi icin is 6nceliklerine uygun bir sekilde bir
acil durum plan1 yapilir ve uygulanir.

C. Is siirekliligi planii degistirme prosediirleri olusturulur ve
ilgili c¢aliganlar degisen 1is siireklilik olan1 konusunda
bilgilendirilirler.

D. Is siirekliligi planinm etkinligi test edilir ve diizenli olarak
onanir.

14.2 Diger Detayh Konular

Burada belirtilmeyen konularla ilgili “Tesis Korumasi ve Erigim
Kontrolii ~ Yonergeleri”, “CCTV  Tesis  Goriintlileme
Yoénergeleri” ve “Bilgi Varliklariin Kontroliinii Yerine Getirme
Yonergeleri" incelenir.

Teknik Glvenlik
15. Kullanic1 Giivenligi Yonergeleri
15.1 Amag

Kullanici1 Giivenligi Yonergelerinin amaci Sirketin i§ igin
sagladigt bir terminalin bilgi gilivenligi korumasi i¢in
gereklilikleri belirlemektir.

15.2 Yonetim Maddesi

A. Is icin bir terminalin tanitimi, operasyonu ve imha edilmesi
i¢in yonergeler hazirlanir.

B. Is terminali i¢in harf ve rakam kombinasyonlu, 8 veya daha
fazla haneli ve ekran koruyuculu bir giris sifresi ve tanimlanir.

C. Sirketin dagittig1 bir is programi tiim kisisel bilgisayarlara
kurulur. Yasadisi bir yazilim yiikleyen kisi s6z konusu yazilimin
sorumlulugunu alir.

D. Zararli kodlarin yapilmasini engelleyen bir ¢oziim gibi bir
giivenlik sistemi tiim kisisel bilgisayarlara kurulur ve kisisel
bilgisayarin kullanicist son giincellenmis halini ve giivenlik
yamasini muhafaza eder.

14 Business Continuity Management
14.1 Reflecting Security in Procedures for Business
Continuity Management

A. An organization and management process is defined to
develop and provide a business continuity plan for emergencies
such as natural disasters, fire, riots, etc.

B. An emergency plan is made and implemented in accordance
with business priorities to ensure that the information system
operates continuously in case of emergencies and that the work
continues as soon as possible in case of a work stoppage.
.Procedures for changing the business continuity plan are
established and relevant employees are informed about the
changed business continuity plan.

D.The effectiveness of the business continuity plan is tested and
regularly approved.

14.2 Other Detailed Topics

The “Facility Protection and Access Control Guidelines”,
“CCTV Facility Imaging Guidelines” and “Guidelines for
Performing Control of Information Assets” are reviewed for
topics not specified here.

Technical Security
15. User Security Guidelines
15.1 Purpose

The purpose of the User Security Guidelines is to determine the
requirements for information security protection of a terminal
provided by the Company for business.

15.2 Management Article

A. Guidelines are prepared for the introduction, operation and
disposal of a terminal for business.

B. A login password with a combination of letters and numbers,
8 or more digits and a screen saver for the business terminal is
defined.

C. A business program distributed by the company is installed on
all personal computers. The person who installs illegal software
takes responsibility for the software in question.

D. A security system, such as a solution that prevents malicious
code from being created, is installed on all personal computers,
and the user of the personal computer keeps the latest update and
security patch.
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E. Kisisel bilgisayardaki bir dosyanin paylasilmasi gerektiginde,
sifrelenmis bir paylasimli klasor secilir ve bu klasore sadece
yetkisi olan bir kullanicinin erisim hakki olur.

F. Ortak bir kisisel bilgisayar yoneticisi belirlenir ve bir giivenlik
dosyasi ortak bir kisisel bilgisayara kaydedilmez.
G. Sirket’in internet giivenligi politikast incelenir ve
onaylanmamis bir internet ag1 kullanilmaz.

I. Giivenlik dosyasi genel bir ag (internet vb.) ilizerinden
iletilmez. Kagimilmaz kosullarin olmasi durumunda 6nden ya da
sonradan bir yonetici onay1 alinir.

I. Bir kullanic1 Sirket’in sagladigi donanim ve yazilimi izin
almadan degistiremez. Bir kullanici gereken onayi almasi
sonrasinda taginabilir bir saklama cihazi kullanabilir.

J. Is icin bir tasnabilir cihazin kullamlmasi durumunda, ilgili
giivenlik yonergeleri uygulanir.

K. Anahtar, sifre, kumanda veya kart gibi erisim araglarindan
sorumlu kisiler, her departman i¢in unvan bazinda belirlenir ve
sorumluluklar ilgili departman hiyerarsisine tabidir. Anahtar ve
kumanda kullanimma iliskin sorumluluklar MTR-GA-1001
numarali talimatla belirlenmistir. Bariyer anahtarlar1 yalnizca
Giivenlik Gorevlileri tarafindan kullanilabilmektedir. Sayilan
erisim araglarinin teslimi gerektigi hallerde yetkilendirilmis
Giivenlik Personeli tarafindan imza karsiliinda teslim
gerceklestirilir. Erigim araglarinin  sayimi periyodik olarak
yetkili giivenlik personeli tarafindan yapilir.

15.3 Diger Detayl Konular

Diger detayli konularla ilgili olarak “Kullanici Giivenligi
Yonergeleri” incelenir.

16. Ag Giivenligi
16.1 Amag

Ag giivenliginin amaci disaridaki aglara baglanmak icin gerekli
olan, i¢ agm kurulumunu ve bilgi teknolojisi korumasi
standartlarin1 gelistirerek giivenli istikrarli bir ag altyapisi elde
etmektir.

E. When a file on a personal computer needs to be shared, an
encrypted shared folder is selected and only an authorized user
has access to this folder.

F. A common personal computer administrator is determined and
a security file is not saved on a common personal computer.

G. The company's internet security policy is reviewed and an
unapproved internet network is not used.

I. The security file is not transmitted over a public network
(internet, etc.). In case of unavoidable conditions, prior or
subsequent approval from an administrator is obtained.

I. A user cannot change the hardware and software provided by
the Company without permission. A user may use a portable
storage device after receiving the necessary approval.

J. In case a portable device is used for work, the relevant security
guidelines are applied.

K. Persons responsible for access tools such as keys, passwords,
remotes or cards are determined on a title basis for each
department and their responsibilities are subject to the relevant
department hierarchy.

15.3 Other Detailed Topics
The “User Security Guidelines” are reviewed regarding other
detailed topics.

16. Network Security

16.1 Purpose

The purpose of network security is to obtain a secure and stable
network infrastructure by developing the internal network setup

and information technology protection standards required to
connect to external networks.
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16.2 Yonetim Maddesi

A. I¢ ag disaridan erisimin kontrollii olacag: sekilde ayr1 bir ag
olarak kurulur.

B. Bir kullanicinin i¢ aga gene bir ag iizerinden baglanmaya
¢alismasi durumunda, i¢ ag1, kodlama ve kimlik kanitlama siireci
tizerinden, sadece is i¢in kullanir. Erisim kayitlar1 dosya lizerinde
tutulur.

C. Yiiksek derece 6nemli olan system ve ag ayrilir.

D. Sirket’in aglarin1 yetkisiz olan bir elektronik cihaz
kullanamaz.

E. Bir ziyaretci ya da calisan sadece Bilgi Teknolojileri
Giivenligi Miidiirlinden onay almas1 sonrasinda ag1 kendi kisisel
bilgisayarinda kullanilabilir.

F. Yeni bir agin kurulumu ve ayarlarindaki degisiklik, testler gibi
bir dogrulama siireci sonrasinda, onaylama siirecine uygun bir
sekilde yapilir.

G. Yetkisiz bir kablosuz iletisim araci kullanilamaz.

H. Yetkili bir kablosuz iletisim araci ig¢in, iletisimi koruma
noktasinda uygun bir aksiyon alinir.

I. Ag ekipmanlarinin kurulumuna ait igerikler agin ¢alismamast
durumuna karsilik yedeklenir.

I. Ag ekipmanlarina erigsim denetlenir.

J. Bir agm tanitimi, operasyonu ve imhasi i¢in yonergeler
hazirlanir.

16.3 Diger Detayl Konular

Diger detayli konularla ilgili olarak “Ag Giivenligi Yonergeleri”
incelenir.

16.2 Management Article

A. The internal network is established as a separate network in a
way that external access is controlled.

B. If a user tries to connect to the internal network via another
network, the internal network is used only for work, through the
coding and authentication process. Access records are kept on
file.

C. The highly important system and network are separated.

D. An unauthorized electronic device cannot use the Company's
networks.

E. A visitor or employee can only use the network on their own
personal computer after receiving approval from the Information
Technology Security Manager.

F. The installation of a new network and changes in its settings
are made in accordance with the approval process after a
verification process such as tests.

G. An unauthorized wireless communication device cannot be
used.

H. For an authorized wireless communication device, an
appropriate action is taken to protect communication.

I. The contents of the network equipment installation are backed
up in case the network does not work.

I. Access to network equipment is controlled.

J. Guidelines are prepared for the introduction, operation and
destruction of a network.

16.3 Other Detailed Topics

"Network Security Guidelines" are examined regarding other
detailed topics.
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17. Sistem Giivenligi

17.1 Amag

Sistem giivenliginin amaci sistemi ¢esitli tehditler ve saldirilara
kars1 korumak ve sistemi ¢alistirmak ve ydnetmektir.

17.2 Yoénetim Maddesi
A. Sistemin tanitimi, operasyonu ve imhastyla ilgili olarak
yonergeler hazirlanir.

B. Bir sistemin tanitim1 ve degisikligi uygun prosediirlere gore
belirlenir ve giivenlik denetimi maddeleri belirlenir.

C. Sistem kurulumu sirasinda olusturulan bir varsayilan hesap ve
kullanilmayan bir hesap silinir ve degistirilir. Tiim hesaplar yilda
iki kere incelenir.

D. Bir sunucu sistemine erigim kayitlar ii¢ y1l ya da daha fazla
stire boyunca muhafaza edilir.

E. Bir system kullanicist hesabi resmi onaylama prosediirleri
kanaliyla kayit altina alinir, degistirilir ve silinir, ve bununla ilgili
gecmis bilgiler yonetilir.

F. Bir kullanict essiz bir hesapla kaydedilir ve hesap
paylagiminin mevcut durumu incelenir.

G. Sifre harf ve rakamlardan olusan, en az 8 haneli olacak sekilde
belirlenir ve ii¢ ayda bir degistirilir.

H. Onemli bir is sisteminin gelisimi ve operasyonu ayrilir.
I. Resmi onaylama prosediirlerine gore bir uygulama gelistirilir
ve degistirilir ve buradaki operasyona giivenlik incelemesi ve

performans dogrulama testi sonrasinda yansitilir.

I. Test verileri vatandaslik numarasi, banka hesap numaralar1 vb.
onemli bilgileri veya kisisel bilgileri icermez.

J. Veritabanina erigim denetlenir ve erigim kayd1 i¢ yil ya da
daha fazla siire boyunca saklanir.

17. System Security

17.1 Purpose

The purpose of system security is to protect the system against
various threats and attacks and to operate and manage the system.

17.2 Management Article
A. Guidelines are prepared for the introduction, operation and
destruction of the system.

B. Introduction and modification of a system are determined
according to appropriate procedures and security control items
are determined.

C. A default account created during system installation and an
unused account are deleted and replaced. All accounts are
reviewed twice a year.

D. Access records to a server system are maintained for three
years or more.

E. A system user account is registered, modified, and deleted
through formal approval procedures, and the associated historical
information is managed.

F. A user is registered with a unique account and the current
status of the account sharing is reviewed.

G. The password is determined to be at least 8 digits long,
consisting of letters and numbers, and is changed every three
months.

H.The development and operation of a significant business
system are separated.

I. An application is developed and modified according to formal
approval procedures, and the operation here is reflected after the
security review and performance verification test.

I. The test data does not include important information such as
citizenship number, bank account numbers, etc. or personal
information.

J. Access to the database is controlled and the access record is
kept for three years or more.
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K. Sistem periyodik olarak saldirilara karsi denetlenir ve
periyodik olarak dnlemler alinir. Her y1l planli olarak sizma testi
yapilir. Onlem olarak dis kaynak firmasindan DDOS
saldirilarina karst monitorleme hizmeti alinir

L. Bir isletim sistemi ve veritabani yedeklenir ve uzaktan
dizenlenir.

M. Bir sistem hatasi sonrasinda systemin diizeltilmesi plani
hazirlanir ve en az yilda bir kere bir simiilasyon ¢aligmasi yapilir.

17.3 Diger Detayhh Konular

Diger detayli konularla
Yonergeleri” incelenir.

ilgili olarak “Sistem Giivenligi

18. Giivenlik Sistemi Operasyonu

18.1 Amag

Giivenlik sistemi operasyonunun amact bir giivenlik sisteminin
giivenli ve etkili bir sekilde operasyonu ve yonetimi i¢in
yonergeleri olusturmaktir.

18.2 Yonetim Maddesi

A. Bir giivenlik sisteminin tanitimi, operasyonu ve imhasi i¢in
yonergeler hazirlanir.

B. Her giivenlik sistemi i¢in bir igletim kitap¢ig1 hazirlanir.

C. Sadece yetkili bir kullanici giivenlik sistemine erigim
saglayabilir ve harf ve rakamlardan olusan en az 8 haneli bir sifre
olusturulur.

D. Giivenlik sistemi yOneticisi her zaman calismak iizere bir
kayit sistemi kurar, sistemi periyodik olarak izler ve inceler ve
ilgili bir kaydi ii¢ y1l ya da daha fazla zaman boyunca tutar.

E. Giivenlik sistemi yoneticisi gilivenlik sistemi saldirilarini
periyodik olarak inceler ve bu saldirilarin diizeltilmesini saglar.

18.3 Diger Detayh Konular

Diger detayli konularla olarak “Giivenlik Sistemi

Yonergeleri” incelenir.

ilgili

K. The system is periodically inspected against attacks and
precautions are taken periodically. A planned penetration test is
conducted every year. As a precaution, monitoring service
against DDOS attacks is received from an outsourcing company.

L. An operating system and database are backed up and remotely
edited.

M. A system recovery plan is prepared after a system failure and
a simulation study is conducted at least once a year.

17.3 Other Detailed Topics

The "System Security Guidelines" are reviewed regarding other
detailed topics.

18. Security System Operation

18.1 Purpose

The purpose of security system operation is to establish
guidelines for the safe and effective operation and management
of a security system.

18.2 Management Article

A.Guidelines are prepared for the introduction, operation and
disposal of a security system.

B.An operation manual is prepared for each security system.

C.Only an authorized user can access the security system and a
password of at least 8 digits consisting of letters and numbers is
created.

D. The security system administrator shall establish a recording
system that is always operational, periodically monitors and
examines the system, and maintains a relevant record for three
years or more.

E. The security system administrator shall periodically examine
security system attacks and ensure that such attacks are corrected.

18.3 Other Detailed Topics

Regarding other detailed topics, the

Guidelines” shall be examined.

“Security System
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19. BT Giivenlik Olay1 Yonetimi
19.1 Amacg

BT giivenlik olay1 yonetiminin amaci BT ihlali olayina reaksiyon
ve bu olaydan sonra onarim konularmi ele alma ve bilgi
varliklarinin giivenligi ve istikrarliligini BT altyapisina gelecek
zararlar1 en aza indirgeyerek ve bu tiir olaylarin tekrar etmesinin
Oniine gecerek saglama konusunda yonergeler olusturmaktir.

19.2 Yonetim Maddesi

A. Teknik giivenlik personeli bir BT giivenlik olayma derhal
cevap verir ve bununla ilgili sonu¢lart Kurumsal Giivenlik
Miidiirii ya da CSO’ya rapor eder.

B. Bir kullanicinin bir izinsiz olay tespit etmesi halinde, bu
durumu teknik glivenlik personeli ya da Kurumsal Glvenlik
Miudirine gecikmeden iletmesi gerekir.

C. Disaridan bir ihlal durumunun s6z konusu olmasi halinde,
teknik giivenlik personeli bir giivenlik tan1 araci ya da kontrol
listesi araciligiyla hizmeti kontrol eder. Sahtecilik ya da verilere
izinsiz erigim olmasi hallerinde teknik gilivenlikten sorumlu kisi
hizmeti durdurur.

D. Ihlal eden kisiyi tespit etmek icin delil toplanir ve tiim kayitlar
muhafaza edilir.

E. Isbirliginin gerekli oldugunun tespiti halinde, disaridan bir
isletme ve bir kurum bu durumla ilgili bilgilendirilir ve yardim
talep edilir.

F. ihlal olay1 olmasi durumunda bilgi sistemi bu hatayla ilgili
onarilir ve 6z konusu onarimla ilgili olarak periyodik sekilde bir
simiilasyon ¢aligmasi gergeklestirilir.

G. Ihlal olayinin yeniden meydana gelmesinin éniine gegilmesi
adina esas bir ¢dziim ve kars1 6nlemler belirlenir.

H. Bildirilmesi gereken ihlal olayiyla ilgili calisanlar da
bilgilendirilir ya da egitilir.

19.3 Diger BT Giivenligi Olaylan
Diger detayli konularla ilgili olarak “BT Giivenligi Olaylarina
Cevap Verme Yonergeleri” incelenir.

19. IT Security Incident Management
19.1 Purpose

The purpose of IT security incident management is to establish
guidelines for responding to an IT breach incident and addressing
the issues of recovery after such an incident, and ensuring the
security and stability of information assets by minimizing
damage to the IT infrastructure and preventing such incidents
from recurring.

19.2 Management Clause

A. Technical security personnel shall promptly respond to an IT
security incident and report the results to the Corporate Security
Manager or CSO.

B. If a user detects an unauthorized event, they must immediately
report it to the technical security personnel or Corporate Security
Manager.

C. In the event of an external breach, the technical security
personnel checks the service using a security diagnostic tool or
checklist. In the event of fraud or unauthorized access to data, the
person responsible for technical security will stop the service.

D. Evidence is collected to identify the violator and all records
are retained.

E. If it is determined that cooperation is necessary, an external
business or institution is notified of the situation and assistance is
requested.

F. In case of a violation, the information system is repaired for
this error and a simulation study is performed periodically
regarding the repair in question.

G. A basic solution and countermeasures are determined to
prevent the recurrence of the violation.

H. Employees are also informed or trained regarding the violation
that needs to be reported.

19.3 Other IT Security Incidents
The “IT Security Incident Response Guidelines” are reviewed
regarding other detailed issues
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20.0zel Guvenlik Hizmeti

1.Hizmet alim

Firmanm fiziksel giivenligi dis kaynaktan yillik olarak yapilan
sozlesme ile 6zel giivenlik firmasi tarafindan saglanir. Ozel
giivenlik firmasi giivenligin etkin bir sekilde yapilmasini ayrica
hukuki ve idari gerekliliklere uyulmasi saglar. Ek:Giivenlik
hizmet s6zlesmesi

2. ihtiya¢ Analizi ve Giivenlik Plam1 Hazirhg

ihtiya¢ Belirleme: Kurum, hangi alanlarda giivenlik hizmetine
ihtiya¢ duydugunu belirler (6rnegin; bina giivenligi, ¢evre
giivenligi, i¢ mekan giivenligi, tagima giivenligi, alarm sistemleri
vb.).

Giivenlik Plam1 Olusturma: Almacak hizmetin kapsami,
giivenlik plan1  dogrultusunda belirlenir. Bu plan, gorevli
giivenlik personelinin sayisini, ¢alisma saatlerini, giivenlik
sistemlerini, acil durum prosedurlerini icerir.

3. Hizmet Almu fhale Siireci

fhale Hazirhig: Giivenlik hizmeti alimi icin gerekli belgeler
hazirlanir (ihale dokiimani, sdzlesme sartlari, giivenlik hizmeti
gereksinimleri vb.).

fhale Ilam: Giivenlik sirketlerine basvuru yapilir.

Teklif Toplama: Giivenlik hizmeti saglayan firmalardan
teklifler alinir. Bu teklifler, firma ge¢misi, deneyimi, personel
egitimi, teklif edilen fiyat gibi kriterlere gore degerlendirilir.

4. Firma Secimi ve Sozlesme

Firma Degerlendirmesi: Gelen teklifler degerlendirilir. Firma,
guvenlik hizmetinin kalitesi, profesyonellik seviyesi, personel
yeterliligi ve maliyet gibi faktorlere gore segilir.

Sézlesme Imzalanmasi: Secilen firma ile givenlik hizmetleri
sozlegsmesi yapilir. Bu soOzlesme; hizmetin siiresi, calisma
sartlari, ticretler, sorumluluklar, cezai sartlar ve diger detaylari
icerir.

5. Personel Temini

Giivenlik Personelinin Saglanmasi: Firma, gerekli guvenlik
personelini temin eder. Personelin egitim durumu, kimlik
bilgileri ve sertifikalar1 kontrol edilir (Ornegin, 6zel giivenlik
sertifikas1 ve mesleki yeterlilik belgeleri).

6. Egitim

Giivenlik personeli, kurumun 6zel gilivenlik ihtiyag¢larina uygun
olarak egitilir. Bu egitimler, giivenlik prosediirleri, acil durum
yonetimi, iletisim becerileri, temel ilk yardim ve sirketin ig
kurallar1 gibi konular1 kapsar.

20. Private Security Service

1. Service purchase

The physical security of the company is provided by a private
security company with an annual contract from an external
source. The private security company ensures that security is
carried out effectively and that legal and administrative
requirements are met. Annex: Security service contract

2. Needs Analysis and Security Plan Preparation
Determining Needs: The institution determines in which areas it
needs security services (e.g. building security, environmental
security, indoor security, transportation security, alarm systems,
etc.).

Creating a Security Plan: The scope of the service to be
received is determined in line with the security plan. This plan
includes the number of security personnel on duty, working
hours, security systems, and emergency procedures.

3. Service Procurement Tender Process

Tender Preparation: Necessary documents for security service
procurement are prepared (tender document, contract terms,
security service requirements, etc.).

Tender Announcement: Applications are made to security
companies.

Bid Collection: Bids are received from companies providing
security services. These bids are evaluated according to criteria
such as company history, experience, personnel training, and the
offered price.

4. Company Selection and Contract

Company Evaluation: Incoming offers are evaluated. The
company is selected based on factors such as the quality of the
security service, level of professionalism, personnel adequacy
and cost.

Signing the Contract: A security services contract is made with
the selected company. This contract includes the duration of the
service, working conditions, wages, responsibilities, penal terms
and other details.

5. Provision of Personnel
Provision of Security Personnel: The company provides the
necessary security personnel. The education status, identity
information and certificates of the personnel are checked (For
example, private security certificate and professional
qualification documents).

6. Training

Security personnel are trained in accordance with the specific
security needs of the organization. This training covers topics
such as security procedures, emergency management,
communication skills, basic first aid and the company's internal
rules.
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7. Hizmetin Baslamasi
Giivenlik hizmeti, belirlenen tarihte ve sartlarda baslatilir. Firma,
giivenlik hizmetinin her agsamasini izler ve raporlar.

8. Sozlesme Siiresi ve Yenileme

Sozlesme Siiresi: Gilivenlik hizmeti genellikle bir yil siire igin
alinir.

Sozlesme Yenileme veya Sonlandirma: Sozlesme siiresi
sonunda, hizmetlerin devam etmesi veya sozlesmenin
yenilenmesi konusunda karar verilir. Eger hizmetten memnun
kalinmazsa, sdzlesme sonlandirilabilir.

9. Yasal Yukumlultkler

1. Guvenlik hizmetlerinin yasal cercevede verilmesi gereklidir.
Ozel givenlik hizmetleri, Ozel Giivenlik Hizmetlerine Dair
Kanun ve ilgili yonetmelikler dogrultusunda yiiriitilmektedir.
Guvenlik personelinin Ozel Giivenlik Kimlik Kartina sahip
olmast zorunludur.

2. Kanunda belirtilen bildirimleri suresi icinde yapmak,
denetimler sonucu tespit edilen eksiklerin giderilmesini
saglamak, personel sayisini belirlemek, gerekirse 6zel giivenlik
hizmet seklinin degistirilmesi saglamak iizere gorevli personel
bulunur. Ek: Kisi Kurum ve Kurulus yetkilisi belgesi

3. Ozel giivenlik gorevlilerinin goérev ve sorumluluklarmi
belirten valilik onayli koruma ve giivenlik plan1 bulunur. Ek:
Koruma ve giivenlik planm

4. Tesiste 5188 sayili kanun ve uygulama yonetmeligine gore
diizenlenen ve valilik tarafindan verilen 6zel giivenlik belgesi
bulunur. Ek: Ozel giivenlik belgesi

5. Tesiste 6zel giivenlik hizmet sekline gore, yerlesim planina
gore, tesisin biliyilikliigiine gore silahli ve silahsiz personel sayist
belirlenir. Valilik tarafindan onayli komisyon karari bulunur. Ek:
Komisyon karar1

7. Service Start

Security service is started on the specified date and conditions.
The company monitors and reports every stage of the security
service.

8. Contract Term and Renewal

Contract Term: Security service is usually taken for a period of
one year.

Contract Renewal or Termination: At the end of the contract
term, a decision is made on whether to continue the services or
renew the contract. If the service is not satisfied, the contract can
be terminated.

9.Legal Obligations

1.Security services must be provided within the legal framework.
Private security services are carried out in accordance with the
Law on Private Security Services and relevant regulations.
Security personnel are required to have a Private Security Identity
Card.

2.There is a staff assigned to make the notifications specified in
the law within the time limit, to ensure that the deficiencies
detected as a result of inspections are eliminated, to determine the
number of personnel, and to ensure that the type of private
security service is changed if necessary.Annex:Person,
Institution and Organization Authorized Document

3.There is a protection and security plan approved by the
governor's office that specifies the duties and responsibilities of
private security officers. Annex:Protection and security plan
4.There is a private security document issued by the governor's
office and issued in accordance with Law No. 5188 and its
implementation regulation in the facility. Annex: Private security
document

5. The number of armed and unarmed personnel is determined
according to the type of private security service in the facility,
according to the layout plan, and the size of the facility. There is
a commission decision approved by the governor's office. Annex:
Commission decision
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Boliim 5 Ek
21.Ek
21.1 Giivenlik Organizasyon Semasi
GUVENLIK BASKANI
SOOMIN HWANG
FiZIKSEL GUVENLIK BILGI VE AG GUVENLIGI
IK & IDARI ISLER BILISIM TEKNOLOJISI
DEPARTMAN BASKANI DEPARTMAN BASKANI
NECDET OZTURKCU MUSTAFA KURUKAFA
IDARI ISLER BILiSIM TEKNOLOJISI
SORUMLU PERSONEL SORUMLU PERSONEL
YUSUF SARAC MINSOO KIM
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Chapter 5 Attachment
21. Enclosure

21.1 Security Organization Chart

CSO

SOOMIN HWANG

PHYSICAL SECURITY

{

HR & GA HOD
NECDET OZTURKCU

{

GA RESPONSIBLE MEMBER
YUSUF SARAC

INFORMATION & NETWORK
SECURITY

ITHOD

MUSTAFA KURUKAFA

{

IT RESPONSIBLE MEMBER

MINSOO KIM
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Her Departman i¢in Sorumlu Kisi

Responsible Person of Each Department

No | Bolim | ID isim Baslik No r[])tepa”me ID Name Title
Bilgi

1 | Teknolojil | 7901677 | Minsoo Kim Personel 1 [IT 7901677 | Minsoo Kim Staff
eri

2 | IdariIsler | 7901003 | Yusuf Sarag Mudur 2 |GA 7901003 | Yusuf Sarag Manager
Parca

3 | Gelistirm | 7901072 | Celil Celiker Midur 3 |PD 7901072 | Celil Celiker Manager
e

4 | Uretim | 7901638 |Erman Cinoglu | Midur 4 ﬁ“’d“c“o 7901638 | Erman Cinoglu | Manager

. Minel Mdadur i

5 | Kalite 7901845 | o 4o Yardimeisi 5 | Quality |7901845 :;/Ir Idneerln Asistant Mgr
. Ramazan —_—

6 | Finans 7901038 | ) on Muddr 6 |Finance |7901038 iakr:;nzan Manager
Uretim . -

7 kontrol | 7901300 | Oguzhan Aydin | Mudur 7 |PC 7901300 | Oguzhan Aydin | Manager

Vedat Vedat

8 | Sat 7901987 . Personel

atis Kiiciikbas 8 | Sales 7901987 Kiigiikbas Staff
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22. flgili Yonergeler ve Formlar

22.1Yonetsel

22.1.1 Genel Standartta Glivenlik Formlari

22.1.2 Kisisel Bilgilerin Korunmasi igin Yonergeler
22.1.3Hareketli Giivenlik Yonetmeligi

22. 2 Fiziki

22.2.1 Tesis Koruma ve Erisim Kontroli Y6nergeleri
22.2.2 CCTV Operasyonu ve Tesis izleme Y6nergeleri
22.2.3Bilgi Varliklarinin Kabulii/Cikist i¢in Yonergeler
22.3.Teknik

22.3.1 Kullanici Giivenligi Yonergeleri

22.3.2 Ag Giivenligi Yonergeleri

22.3.3 Sistem Giivenligi Yonergeleri

22.3.4 Giivenlik Sistemi Operasyonu Y dnergeleri

22.3.5 BT Giivenligi Olaylarina Cevap Verme Y 6nergeleri

21. Related Guidelines and Forms

21.1 Administrative

21.1.1 Global Standard Safety Forms

21.1.2 Guidelines for Personal Information Protection
21.1.2 Mobile Security Regulations

21.2 Physical

21.2.1 Guidelines for Facility Protection and Access Control
21.2.2 Guidelines for CCTV Operation and Facility Monitoring
21.2.3 Guidelines for Information Assets Taking In/Out
21.3 Technical

21.3.1 Guidelines for User Security

21.3.2 Guidelines for Network Security

21.3.3 Guidelines for System Security

21.3.4  Guidelines for Security System Operation

21.3.5 Guidelines to Respond to IT Security Incidents
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